CVE-2010-4168

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2010-4168
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-11-17 16:00:00 UTC
Updated 2024-02-02 16:40:00 UTC
Description Multiple use-after-free vulnerabilities in OpenTTD 1.0.x before 1.0.5 allow (1) remote attackers to cause a denial of service

/ |
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Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 13 All All All
Operating System Fedoraproject Fedora 14 All All All
Application Openttd Openttd All All All All
Application Openttd Openttd 1.0.0 All All All
Application Openttd Openttd 1.0.0 betal All All
Application Openttd Openttd 1.0.0 beta2 All All
Application Openttd Openttd 1.0.0 beta3 All All
Application Openttd Openttd 1.0.0 beta4 All All
Application Openttd Openttd 1.0.0 rci All All
Application Openttd Openttd 1.0.0 rc2 All All
Application Openttd Openttd 1.0.0 rc3 All All
Application Openttd Openttd 1.0.1 All All All
Application Openttd Openttd 1.0.1 rci All All
Application Openttd Openttd 1.0.1 rc2 All All
Application Openttd Openttd 1.0.2 All All All
Application Openttd Openttd 1.0.2 rci All All
Application Openttd Openttd 1.0.3 All All All
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Application Openttd Openttd 1.0.3 rci All All
Application Openttd Openttd 1.0.4 All All All
Application Openttd Openttd 1.04 rci All All
Application Openttd Openttd 1.0.5 rci All All
Application Openttd Openttd 1.0.5 rc2 All All
Application Openttd Openttd 1.0.0 All All All
Application Openttd Openttd 1.0.0 betal All All
Application Openttd Openttd 1.0.0 beta2 All All
Application Openttd Openttd 1.0.0 beta3 All All
Application Openttd Openttd 1.0.0 beta4 All All
Application Openttd Openttd 1.0.0 rci All All
Application Openttd Openttd 1.0.0 rc2 All All
Application Openttd Openttd 1.0.0 rc3 All All
Application Openttd Openttd 1.0.1 All All All
Application Openttd Openttd 1.0.1 rci All All
Application Openttd Openttd 1.0.1 rc2 All All
Application Openttd Openttd 1.0.2 All All All
Application Openttd Openttd 1.0.2 rci All All
Application Openttd Openttd 1.0.3 All All All
Application Openttd Openttd 1.0.3 rci All All
Application Openttd Openttd 1.0.4 All All All
Application Openttd Openttd 1.0.4 rcl All All
Application Openttd Openttd 1.0.5 rci All All
Application Openttd Openttd 1.0.5 rc2 All All
Reference Source Link Tags
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW.vupen.com Vendor Advisory
OpenTTD | Security CONFIRM  security.openttd.org Patch
OpenTTD - Security tracker - CONFIRM  security.openttd.org Patch, Vendor Advisory
[SECURITY] Fedora 14 Update: openttd-1.0.5-1.fc14 FEDORA lists.fedoraproject.org

Webmail - OVH VUPEN Www.vupen.com

[SECURITY] Fedora 13 Update: openttd-1.0.5-1.fc13 FEDORA lists.fedoraproject.org

OpenTTD's git repository CONFIRM  vcs.openttd.org

'Re: [oss-security] CVE request for OpenTTD' - MARC MLIST marc.info
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Maltormed Request

Fedora update for openttd - Advisories - Community
'[oss-security] CVE request for OpenTTD' - MARC
CVE Program record

NVD vulnerability detail

BID

SECUNIA

MLIST

CVE.ORG

NVD

Www.securityrocus.com

secunia.com

marc.info

WWWw.cve.org canonical
nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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