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Summary

CVE CVE-2010-4178

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-06 19:15:00 UTC

Updated 2019-11-08 19:17:00 UTC

Description MySQL-GUI-tools (mysql-administrator) leaks passwords into process list after with launch of mysql text console

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 12 All All All

Operating System Fedoraproject Fedora 12 All All All

Application Oracle Mysql-gui-tools - All All All

Application Oracle Mysql-gui-tools - All All All

References
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MySQL-GUI-tools CVE-2010-4178 Local Information Disclosure Vulnerability

655012 – (CVE-2010-4178) CVE-2010-4178 mysql-gui-tools (mysql-administrator): Clear text password in the process list after user's launch of mysql text console

Red Hat Customer Portal

CVE-2010-4178

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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