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CVE CVE-2010-4180
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2010-12-06 21:05:00 UTC
Updated 2022-08-04 19:59:00 UTC

Description OpenSSL before 0.9.8q, and 1.0.x before 1.0.0c, when SSL_OP_NETSCAPE_REUSE_CIPHER_CHANGE_BUG is enable
»l

/ ]

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 10.04 All All All
Operating System Canonical Ubuntu Linux 10.10 All All All
Operating System Canonical Ubuntu Linux 6.06 All All All
Operating System Canonical Ubuntu Linux 8.04 All All All
Operating System Canonical Ubuntu Linux 9.04 All All All
Operating System Debian Debian Linux 5.0 All All All
Application F5 Nginx All All All All
Operating System Fedoraproject Fedora 13 All All All
Operating System Fedoraproject Fedora 14 All All All
Application Openssl Openssl All All All All
Application Openssl Openssl 0.9.1c All All All
Application Openssl Openssl 0.9.2b All All All
Application Openssl Openssl 0.9.3 All All All
Application Openssl Openssl 0.9.3a All All All
Application Openssl Openssl 094 All All All
Application Openssl Openssl 0.9.5 All All All
Application Openssl Openssl 0.9.5 betal All All
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Application Openssl Openssl 1.0.0 beta5 All All
Application Openssl Openssl 1.0.0a All All All
Application Openssl Openssl 1.0.0b All All All
Operating System Opensuse Opensuse 11.1 All All All
Operating System Opensuse Opensuse 11.2 All All All
Operating System Opensuse Opensuse 11.3 All All All
Operating System Opensuse Opensuse 11.4 All All All
Operating System Suse Linux Enterprise 11.0 spi All All
Operating System Suse Linux Enterprise Desktop 10 sp3 All All
Operating System Suse Linux Enterprise Desktop 10 sp4 All All
Operating System Suse Linux Enterprise Desktop 11 spl All All
Operating System Suse Linux Enterprise Server 10 sp3 All All
Operating System Suse Linux Enterprise Server 10 sp4 All All
Operating System Suse Linux Enterprise Server 9 All All All
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APPLE-SA-2011-06-23-1 Mac OS X v10.6.8 and Security Update 2011-004
HPSBMA02658

cvs.openssl.org/chngview

HP Insight Control for Linux Multiple Vulnerabilities - Secunia.com

OpenSSL "NETSCAPE_REUSE_CIPHER_CHANGE_BUG" Ciphersuite Downgrade Vulnerability - Advisories - Community
Support / Security / Advisories / / MDVSA-2010:248 | Mandriva

69565

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:009

Blue Coat CacheFlow OpenSSL Ciphersuite Downgrade Vulnerability - Secunia.com
Blue Coat Director OpenSSL Ciphersuite Downgrade Vulnerability - Secunia.com
[security-announce] SUSE-SU-2011:0847-1: important: Security update for

Blue Coat ProxyAV OpenSSL Ciphersuite Downgrade Vulnerability - Secunia.com
SecurityFocus

Red Hat Customer Portal

The Slackware Linux Project: Slackware Security Advisories

Fedora update for openssl - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[security-announce] openSUSE-SU-2011:0845-1: important: compat-openssl09

[SECURITY] Fedora 13 Update: openssl-1.0.0c-1.fc13
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Repository / Oval Repository

Support

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:001

About the security content of Mac OS X v10.6.8 and Security Update 2011-004 - Apple Support

Support

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

'[security bulletin] HPSBHF02706 SSRT100613 rev.1 - HP Integrated Lights-Out iLO2 and iLO3 running SS' - MARC
'[security bulletin] HPSBUX02638 SSRT100339 rev.1 - HP-UX Running OpenSSL, Remote Execution of Arbitr' - MARC
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Slackware update for openssl - Advisories - Community

Ubuntu update for openssl - Advisories - Community

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[SECURITY] Fedora 14 Update: openssl-1.0.0c-1.fc14

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Blue Coat ProxySG OpenSSL Ciphersuite Downgrade Vulnerability - Secunia.com

Debian update for openssl - Advisories - Community

Bluecoat Knowledge Base

Bug 659462 — CVE-2010-4180 openssl: NETSCAPE_REUSE_CIPHER_CHANGE_BUG ciphersuite downgrade attack
OpenSSL Stored Session Cache Modification Bug May Let Remote Users Downgrade the Ciphersuite - Security Tracker
OpenSSL Ciphersuite Downgrade Security Weakness

Support

Debian -- Security Information -- DSA-2141-1 openssl

openssl.org/news/secadv_20101202.txt

SUSE update for multiple packages - Advisories - Community

Blue Coat ProxyOne OpenSSL Ciphersuite Downgrade Vulnerability - Secunia.com

USN-1029-1: OpenSSL vulnerabilities | Ubuntu

"[security bulletin] HPSBOV02670 SSRT100475 rev.1 - HP OpenVMS running SSL, Remote Denial of Service' - MARC
Red Hat update for openssl - Advisories - Community

Vulnerability Note VU#737740 - Fiery Network Controllers for Xerox DocuColor 242/252/260 Printer/Copier use a vulnerable version of OpenS<
CVE Program record

NVD vulnerability detail
El | 1|

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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