MITRE

CVE CVE-2010-4204
State PUBLISHED
Assigner mitre

Source Priority

/

Published 2010-11-06 00:00:03 UTC
Updated 2026-04-29 01:13:23 UTC
Description

VE-201

NVD CVE.ORG

CVE Program / NVD first with legacy fallback

Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov

Version Source Type
3.1 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: NVD-CWE-noinfo | n/a

Score Severity
9.8 CRITICAL
7.5

-4204

JSON API

Print: PDF 1)

WebKit, as used in Google Chrome before 7.0.517.44, webkitgtk before 1.2.6, and other products, accesses a frame object

Vector

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2010-4204/mitre
https://cve.report/CVE-2010-4204/nist
https://cve.report/CVE-2010-4204/cve_org
https://cve.report/api/cve/CVE-2010-4204.json
https://cve.report/CVE-2010-4204.pdf

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora 13 All All All
Application Google Chrome All All All All
Application Webkitgtk Webkitgtk All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

[SECURITY] Fedora 13 Update: webkitgtk-1.2.6-1.fc13 af854a3a-2127-422b-91ae-364da266
Repository / Oval Repository af854a3a-2127-422b-91ae-364da266
Google Chrome Releases: Stable Channel Update af854a3a-2127-422b-91ae-364da266
Support / Security / Advisories / / MDVSA-2011:039 | Mandriva af854a3a-2127-422b-91ae-364da266
Access Denied af854a3a-2127-422b-91ae-364da266
60238 - chromium - An open-source project to help move the web forward. - Monorail af854a83a-2127-422b-91ae-364da266
Google Chrome Multiple Vulnerabilities - Advisories - Community af854a3a-2127-422b-91ae-364da266
Webkit Frame Object Denial of Service Vulnerability af854a3a-2127-422b-91ae-364da266



http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/google
http://cve.report/software/google/chrome
http://cve.report/vendor/webkitgtk
http://cve.report/software/webkitgtk/webkitgtk
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.fedoraproject.org/pipermail/package-announce/2011-January/052906.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A12174
http://googlechromereleases.blogspot.com/2010/11/stable-channel-update.html
http://www.mandriva.com/security/advisories?name=MDVSA-2011:039
https://bugs.webkit.org/show_bug.cgi?id=48281
http://code.google.com/p/chromium/issues/detail?id=60238
http://secunia.com/advisories/42109
http://www.securityfocus.com/bid/45718

Webmail - OVH af854a3a-2127-422b-91ae-364da266

Support af854a3a-2127-422b-91ae-364da266
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da266
Changeset 70517 — WebKit af854a3a-2127-422b-91ae-364da266

656126 — (CVE-2010-4204) CVE-2010-4204 WebKit: Use-after-free vulnerability related frame object af854a3a-2127-422b-91ae-364da266

Red Hat update for webkitgtk - Secunia.com af854a3a-2127-422b-91ae-364da266
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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