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Summary

CVE CVE-2010-4212

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-11-09 01:00:02 UTC

Updated 2026-04-29 01:13:23 UTC

Description The USAA application 3.0 for Android stores a mirror image of each visited web page, which might allow physically proximate attackers to obtain sensitive banking information by reading application data.

Risk And Classification

Primary CVSS: v2.0 1.9 from nvd@nist.gov

AV:L/AC:M/Au:N/C:P/I:N/A:N

Problem Types: CWE-264 | n/a

CVSS v2.0 Breakdown

AV:L/AC:M/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android All All All All

Application Usaa Usaa 3.0 All All All

Access Vector

Local

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None

https://cve.report/
https://cve.report/CVE-2010-4212/mitre
https://cve.report/CVE-2010-4212/nist
https://cve.report/CVE-2010-4212/cve_org
https://cve.report/api/cve/CVE-2010-4212.json
https://cve.report/CVE-2010-4212.pdf
http://cve.report/vendor/google
http://cve.report/software/google/android


Application Usaa Usaa 3.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

Banks Rush to Fix Security Flaws in Wireless Apps - WSJ.com af854a3a-2127-422b-91ae-364da2661108 online.wsj.com

Firm finds security holes in mobile bank apps | InSecurity Complex - CNET News af854a3a-2127-422b-91ae-364da2661108 news.cnet.com

Is USAA for Android secure? «viaForensics af854a3a-2127-422b-91ae-364da2661108 viaforensics.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

usaa 2010-12-22 usaa Contrary to the Wall Street Journal article referenced in this summary, the USAA Android application never allowed attackers to obtain user names or passwords. Limited transactional data was available only if one had physical possession of the device and had access (and used) extremely sophisticated forensics applications. Although this was a low risk vulnerability, USAA resolved the problem within 24 hours of notification. The resolution of the problem was validated by ViaForensics

There are currently no legacy QID mappings associated with this CVE.
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