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Summary

CVE CVE-2010-4221

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-11-09 21:00:00 UTC

Updated 2011-09-15 03:18:00 UTC

Description Multiple stack-based buffer overflows in the pr_netio_telnet_gets function in netio.c in ProFTPD before 1.3.3c allow remote attackers to execute arbitrary code via vectors involving a TELNET IAC escape character to a (1) FTP or (2) FTPS server.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Proftpd Proftpd 1.3.2 All All All

Application Proftpd Proftpd 1.3.2 a All All

Application Proftpd Proftpd 1.3.2 b All All

Application Proftpd Proftpd 1.3.2 c All All

Application Proftpd Proftpd 1.3.2 d All All

Application Proftpd Proftpd 1.3.2 e All All

Application Proftpd Proftpd 1.3.2 rc3 All All

Application Proftpd Proftpd 1.3.2 rc4 All All

Application Proftpd Proftpd 1.3.3 All All All

Application Proftpd Proftpd 1.3.3 a All All

Application Proftpd Proftpd 1.3.3 b All All

Application Proftpd Proftpd 1.3.3 rc1 All All

Application Proftpd Proftpd 1.3.3 rc2 All All

Application Proftpd Proftpd 1.3.3 rc3 All All

Application Proftpd Proftpd 1.3.3 rc4 All All

Application Proftpd Proftpd 1.3.2 All All All

Application Proftpd Proftpd 1.3.2 a All All

https://cve.report/
https://cve.report/CVE-2010-4221/mitre
https://cve.report/CVE-2010-4221/nist
https://cve.report/CVE-2010-4221/cve_org
https://cve.report/CVE-2010-4221.pdf
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd
http://cve.report/vendor/proftpd
http://cve.report/software/proftpd/proftpd


Application Proftpd Proftpd 1.3.2 a All All

Application Proftpd Proftpd 1.3.2 b All All

Application Proftpd Proftpd 1.3.2 c All All

Application Proftpd Proftpd 1.3.2 d All All

Application Proftpd Proftpd 1.3.2 e All All

Application Proftpd Proftpd 1.3.2 rc3 All All

Application Proftpd Proftpd 1.3.2 rc4 All All

Application Proftpd Proftpd 1.3.3 All All All

Application Proftpd Proftpd 1.3.3 a All All

Application Proftpd Proftpd 1.3.3 b All All

Application Proftpd Proftpd 1.3.3 rc1 All All

Application Proftpd Proftpd 1.3.3 rc2 All All

Application Proftpd Proftpd 1.3.3 rc3 All All

Application Proftpd Proftpd 1.3.3 rc4 All All

References

Reference Source Link Tags

Fedora update for proftpd - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 12 Update: proftpd-1.3.3c-1.fc12 FEDORA lists.fedoraproject.org

ProFTPD Multiple Remote Vulnerabilities BID www.securityfocus.com Exploit

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Zero Day Initiative MISC www.zerodayinitiative.com

[SECURITY] Fedora 14 Update: proftpd-1.3.3c-1.fc14 FEDORA lists.fedoraproject.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Support / Security / Advisories / / MDVSA-2010:227 | Mandriva MANDRIVA www.mandriva.com

404 Not Found CONFIRM www.proftpd.org

Bug 3521 – Telnet IAC processing stack overflow CONFIRM bugs.proftpd.org Exploit

[SECURITY] Fedora 13 Update: proftpd-1.3.3c-1.fc13 FEDORA lists.fedoraproject.org

ProFTPD Directory Traversal and Buffer Overflow Vulnerabilities - Advisories - Community SECUNIA secunia.com Vendor Advisory

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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