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The xdrDecodeString function in XNFS.NLM in Novell Netware 6.5 before SP8 allows remote attackers to cause a denial of
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Novell Netware 6.5 All All All
Novell Netware 6.5 spi All All
Novell Netware 6.5 sp2 All All
Novell Netware 6.5 sp3 All All
Novell Netware 6.5 sp4 All All
Novell Netware 6.5 sp5 All All
Novell Netware 6.5 sp6 All All
Novell Netware 6.5 All All All
Novell Netware 6.5 sp1 All All
Novell Netware 6.5 sp2 All All
Novell Netware 6.5 sp3 All All
Novell Netware 6.5 sp4 All All
Novell Netware 6.5 sp5 All All
Novell Netware 6.5 sp6 All All
Novell Netware All sp7 All All
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Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibn
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Novell Netware 'XNFS.NLM' Component Remote Code Execution Vulnerability BID www.securityfocus.c
NetWare XNFS Stack Overflow Lets Remote Users Execute Arbitrary Code - Security Tracker SECTRACK  www.securitytrackel
Novell Netware RPC XNFS xdrDecodeString Vulnerability - CXSecurity.com SREASON securityreason.com
Downloads - NetWare XNFS security updates CONFIRM download.novell.cor
{PRL} Novell Netware RPC XNFS xdrDecodeString Remote Code Execution Vulnerability MISC www.protekresearct
Zero Day Initiative MISC www.zerodayinitiatiy

Novell Netware XNFS.NLM "xdrDecodeString()" Buffer Overflow Vulnerability - Advisories - Community SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.c
Novell Netware RPC XNFS xdrDecodeString Vulnerability EXPLOIT-DB  www.exploit-db.comr
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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