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CVE CVE-2010-4228
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-22 17:55:00 UTC
Updated 2017-08-17 01:33:00 UTC
Description Stack-based buffer overflow in NWFTPD.NLM before 5.10.02 in the FTP server in Novell NetWare allows remote authentic:
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Novell Netware 5.1 All All All
Operating System Novell Netware 6.0 All All All
Operating System Novell Netware 6.5 All All All
Operating System Novell Netware 5.1 All All All
Operating System Novell Netware 6.0 All All All
Operating System Novell Netware 6.5 All All All
References |
Reference Source Link
{PRL} Novell Netware NWFTPD.NLM DELE Remote Code Execution Vulnerability MISC www.protekresearchlab.com

Novell Netware NWFTPD.NLM DELE Remote Code Execution Vulnerability - CXSecurity.com SREASON securityreason.com

www.novell.com/support/viewContent.do CONFIRM  www.novell.com

Access Denied CONFIRM  bugzilla.novell.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
Novell Netware 'NWFTPD.NLM' DELE Command Remote Buffer Overflow Vulnerability BID www.securityfocus.com

Zero Day Initiative MISC www.zerodayinitiative.com

Novell NetWare FTP Server "DELE" Buffer Overflow Vulnerability - Advisories - Community SECUNIA  secunia.com
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https://bugzilla.novell.com/show_bug.cgi?id=641249
https://exchange.xforce.ibmcloud.com/vulnerabilities/66170
http://www.securityfocus.com/bid/46922
http://www.zerodayinitiative.com/advisories/ZDI-11-106/
http://secunia.com/advisories/43824

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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