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Certain versions of Fedora from Fedoraproject contain the following
vulnerability:

AVLACHAUNIC:C/:.CIAC

The do_exit function in kernel/exit.c in the Linux kernel before 2.6.36.2
does not properly handle a KERNEL_DS get fs value, which allows
local users to bypass intended access_ok restrictions, overwrite
arbitrary kernel memory locations, and gain privileges by leveraging a
(1) BUG, (2) NULL pointer dereference, or (3) page fault, as
demonstrated by vectors involving the clear_child_tid feature and the splice system call.

CVE-2010-4258 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 6.2- MEDIUM
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Exploit/POC from Github

Exploit based on a faulty clone(2) implementation in Linux < 2.6.36.2 that allows overwrite of
arbitrary kernel word ...

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
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« Previous ID Next ID—

© CVE.report 2023 B [/ |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/CVE-2010-4257
https://cve.report/CVE-2010-4259
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2010-4258
	CVSS2 Score: 6.2 - MEDIUM
	CVE References
	Exploit/POC from Github
	Known Affected Configurations (CPE V2.3)


