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The default configuration of Pandora FMS 3.1 and earlier specifies an empty string for the loginhash_pwd field, which allow
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Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Artica Pandora Fms 1.2 All All All
Artica Pandora Fms 1.3 All All All
Artica Pandora Fms 1.3 beta All All
Artica Pandora Fms 1.3 betal All All
Artica Pandora Fms 1.3 beta2 All All
Artica Pandora Fms 1.3 beta3 All All
Artica Pandora Fms 1.3.1 All All All
Artica Pandora Fms 2.0 All All All
Artica Pandora Fms 2.0 beta All All
Artica Pandora Fms 2.1 All All All
Artica Pandora Fms 211 All All All
Artica Pandora Fms 3.0 All All All
Artica Pandora Fms 3.0 rcl All All
Artica Pandora Fms 3.0 rc2 All All
Artica Pandora Fms 3.1 rcl All All
Artica Pandora Fms 1.2 All All All
Artica Pandora Fms 1.3 All All All
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Application Artica Pandora Fms 1.3 beta All All

Application Artica Pandora Fms 1.3 betal All All

Application Artica Pandora Fms 1.3 beta2 All All

Application Artica Pandora Fms 1.3 beta3 All All

Application Artica Pandora Fms 1.3.1 All All All

Application Artica Pandora Fms 2.0 All All All

Application Artica Pandora Fms 2.0 beta All All

Application Artica Pandora Fms 21 All All All

Application Artica Pandora Fms 2.11 All All All

Application Artica Pandora Fms 3.0 All All All

Application Artica Pandora Fms 3.0 rci All All

Application Artica Pandora Fms 3.0 rc2 All All

Application Artica Pandora Fms 3.1 rci All All

Application Artica Pandora Fms All All All All

Reference Source Link

Pandora FMS Authentication Bypass And Multiple Input Validation Vulnerabilities BID www.securityfocus.com
SecurityFocus BUGTRAQ www.securityfocus.com
Pandora 3.1 Auth Bypass / Arbitrary File Upload ~ Packet Storm MISC packetstormsecurity.com
Download Pandora FMS: Flexible Monitoring System from SourceForge.net MISC sourceforge.net
Pandora FMS <= 3.1 Authentication Bypass EXPLOIT-DB  www.exploit-db.com
Pandora FMS Multiple Vulnerabilities - Secunia.com SECUNIA secunia.com

69549 OSVDB osvdb.org

Full Disclosure: Pandora FMS Authentication Bypass and Multiple Input Validation Vulnerabilities FULLDISC seclists.org

Pandora v3.1 - Auth Bypass and Arbitrary File Upload Vulnerability EXPLOIT-DB  www.exploit-db.com
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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