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Summary

CVE CVE-2010-4303

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-11-22 20:00:00 UTC

Updated 2010-11-30 05:00:00 UTC

Description Cisco Unified Videoconferencing (UVC) System 5110 and 5115, when the Linux operating system is used, uses world-readable permissions for the /etc/shadow file, which allows local users to discover encrypted passwords by reading this file, aka Bug ID CSCti54043.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Unified Videoconferencing System 5110 All All All All

Hardware Cisco Unified Videoconferencing System 5110 All All All All

Application Cisco Unified Videoconferencing System 5110 Firmware 7.0.1.13.3 All All All

Application Cisco Unified Videoconferencing System 5110 Firmware 7.0.1.13.3 All All All

Hardware Cisco Unified Videoconferencing System 5115 All All All All

Hardware Cisco Unified Videoconferencing System 5115 All All All All

Application Cisco Unified Videoconferencing System 5115 Firmware 7.0.1.13.3 All All All

Application Cisco Unified Videoconferencing System 5115 Firmware 7.0.1.13.3 All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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