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CVE CVE-2010-4324
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-07 19:00:00 UTC
Updated 2017-08-17 01:33:00 UTC
Description Cross-site scripting (XSS) vulnerability in the Approval Form in the User Application in the Roles Based Provisioning Modul:

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Novell Identity Manager All All All All
Application Novell Identity Manager All All All All
Application Novell Identity Manager Roles Based Provisioning Module All All All All
References |
Reference Source Link
Novell Identity Manager Input Validation Flaw in Approval Form Permits Cross-Site Scripting Attacks - SecurityTracker SECTRACK www.¢
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW.\
IDM Roles Based Provisioning Module 370 Field Patch D CONFIRM suppo
Novell Identity Manager Cross-Site Scripting Vulnerability - Advisories - Community SECUNIA secun
Access Denied CONFIRM bugzil
70298 OSVvDB osvdb
IBM X-Force Exchange XF excha
Novell Identity Manager Unspecified Cross Site Scripting Vulnerability BID WWW.¢
CVE Program record CVE.ORG WWW.(
NVD vulnerability detail NVD nvd.ni
‘ |



https://cve.report/
https://cve.report/CVE-2010-4324/mitre
https://cve.report/CVE-2010-4324/nist
https://cve.report/CVE-2010-4324/cve_org
https://cve.report/CVE-2010-4324.pdf
http://cve.report/vendor/novell
http://cve.report/software/novell/identity_manager
http://cve.report/vendor/novell
http://cve.report/software/novell/identity_manager
http://cve.report/vendor/novell
http://cve.report/software/novell/identity_manager_roles_based_provisioning_module
http://www.securitytracker.com/id?1024941
http://www.vupen.com/english/advisories/2011/0038
http://support.novell.com/docs/Readmes/InfoDocument/patchbuilder/readme_5085293.html
http://secunia.com/advisories/42819
https://bugzilla.novell.com/show_bug.cgi?id=653516
http://osvdb.org/70298
https://exchange.xforce.ibmcloud.com/vulnerabilities/64501
http://www.securityfocus.com/bid/45692
https://www.cve.org/CVERecord?id=CVE-2010-4324
https://nvd.nist.gov/vuln/detail/CVE-2010-4324

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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