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Multiple buffer overflows in gwwww1.dll in GroupWise Internet Agent (GWIA) in Novell GroupWise before 8.02HP allow remr

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Novell Groupwise 4.1 All All All
Novell Groupwise 4.1a All All All
Novell Groupwise 5.0 All All All
Novell Groupwise 5.1 All All All
Novell Groupwise 5.2 All All All
Novell Groupwise 55 All All All
Novell Groupwise 5.5 All enhancement_pack All
Novell Groupwise 5.57e All All All
Novell Groupwise 6.0 All All All
Novell Groupwise 6.0 spi All All
Novell Groupwise 6.0 sp5 All All
Novell Groupwise 6.0.1 spl All All
Novell Groupwise 6.5 All All All
Novell Groupwise 6.5 spi All All
Novell Groupwise 6.5 sp2 All All
Novell Groupwise 6.5 sp3 All All
Novell Groupwise 6.5 sp4 All All
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Application Novell Groupwise 6.5.4 All All All

Application Novell Groupwise 6.5.6 All All All

Application Novell Groupwise 6.5.7 All All All

Application Novell Groupwise 7.0 All All All

Application Novell Groupwise 7.01 All All All

Application Novell Groupwise 7.0.2 All All All

Application Novell Groupwise 7.0.3 All All All

Application Novell Groupwise 7.04 All All All

Application Novell Groupwise 8.0 All All All

Application Novell Groupwise 8.0.1 All All All

Application Novell Groupwise All All All All

Reference Source Link Tags

Novell GroupWise Internet Agent REQUEST-STATUS Buffer Overflow Vulnerability BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor /

Zero Day Initiative MISC zerodayinitiative.com

GroupWise 8.0.2 Hot Patch Ships! | Facebook CONFIRM  www.facebook.com

Access Denied CONFIRM  bugzilla.novell.com

Zero Day Initiative MISC zerodayinitiative.com

Access Denied CONFIRM  bugzilla.novell.com

Access Denied CONFIRM  bugzilla.novell.com

Zero Day Initiative MISC www.zerodayinitiative.com

Access Denied CONFIRM  bugzilla.novell.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Zero Day Initiative MISC zerodayinitiative.com

www.novell.com/support/viewContent.do CONFIRM  www.novell.com Vendor /

CVE Program record CVE.ORG www.cve.org canonics

NVD vulnerability detail NVD nvd.nist.gov canonice
4]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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