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Summary

CVE CVE-2010-4334

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-14 01:00:00 UTC

Updated 2011-10-14 02:48:00 UTC

Description The IO::Socket::SSL module 1.35 for Perl, when verify_mode is not VERIFY_NONE, fails open to VERIFY_NONE instead of throwing an error when a ca_file/ca_path cannot be verified, which allows remote attackers to bypass intended certificate restrictions.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Io-socket-ssl Io-socket-ssl 1.35 All All All

Application Io-socket-ssl Io-socket-ssl 1.35 All All All

References

Reference Source Link

[SECURITY] Fedora 14 Update: perl-IO-Socket-SSL-1.37-1.fc14 FEDORA lists.fedoraproject.org

Support / Security / Advisories / / MDVSA-2011:092 | Mandriva MANDRIVA www.mandriva.com

oss-security - Re: CVE requests: IO::Socket::SSL, cakephp, collectd, gnash, ocrodjvu, hypermail, libcloud, piwigo MLIST www.openwall.com

69626 OSVDB osvdb.org

[SECURITY] Fedora 13 Update: perl-IO-Socket-SSL-1.37-1.fc13 FEDORA lists.fedoraproject.org

Perl IO::Socket::SSL 'verify_mode' Security Bypass Vulnerability BID www.securityfocus.com

oss-security - IO::Socket::SSL perl module: CVE-2010-4501/CVE-2010-4334 dupe MLIST www.openwall.com

Perl IO::Socket::SSL "verify_mode" Security Bypass Security Issue - Advisories - Community SECUNIA secunia.com

cpansearch.perl.org/src/SULLR/IO-Socket-SSL-1.35/Changes CONFIRM cpansearch.perl.org

#606058 - libio-socket-ssl-perl: IO::Socket::SSL ignores user request for peer verification - Debian Bug report logs CONFIRM bugs.debian.org

Fedora update for perl-IO-Socket-SSL - Advisories - Community SECUNIA secunia.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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