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Summary

CVE CVE-2010-4341

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-25 01:00:00 UTC

Updated 2017-08-17 01:33:00 UTC

Description The pam_parse_in_data_v2 function in src/responder/pam/pamsrv_cmd.c in the PAM responder in SSSD 1.5.0, 1.4.x, and 1.3 allows local users to cause a denial of service (infinite loop, crash, and login prevention) via a crafted packet.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fedorahosted Sssd 1.4.0 All All All

Application Fedorahosted Sssd 1.4.1 All All All

Application Fedorahosted Sssd 1.4.0 All All All

Application Fedorahosted Sssd 1.4.1 All All All

Application Fedoraproject Sssd 1.3.0 All All All

Application Fedoraproject Sssd 1.5.0 All All All

Application Fedoraproject Sssd 1.3.0 All All All

Application Fedoraproject Sssd 1.5.0 All All All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SSSD 'pam_parse_in_data_v2()' Local Denial of Service Vulnerability BID www.securityfocus.com

SSSD "pam_parse_in_data_v2()" Denial of Service Vulnerability - Advisories - Community SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

[SECURITY] Fedora 13 Update: sssd-1.3.0-40.fc13 FEDORA lists.fedoraproject.org

Support REDHAT www.redhat.com
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http://www.vupen.com/english/advisories/2011/0197
http://lists.fedoraproject.org/pipermail/package-announce/2011-January/053319.html
http://www.redhat.com/support/errata/RHSA-2011-0975.html


[SECURITY] Fedora 14 Update: sssd-1.5.0-2.fc14 FEDORA lists.fedoraproject.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

661163 – (CVE-2010-4341) CVE-2010-4341 sssd: DoS in sssd PAM responder can prevent logins CONFIRM bugzilla.redhat.com

Fedora update for sssd - Advisories - Community SECUNIA secunia.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:002 SUSE lists.opensuse.org

Support REDHAT www.redhat.com

SUSE update for Multiple Packages - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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