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CVE-2010-4348

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIACMIAUNICNIPIAN Certain versions of Mantisbt from Mantisbt contain the foIIowing
vulnerability:

Cross-site scripting (XSS) vulnerability in
admin/upgrade_unattended.php in MantisBT before 1.2.4 allows
remote attackers to inject arbitrary web script or HTML via the db_type
parameter, related to an unsafe call by MantisBT to a function in the
ADOdb Library for PHP.

CVE-2010-4348 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

[SECURITY] Fedora 13 Update: mantis-1.1.8-5.fc13 FEDORA FEDORA-2010-19070

Zero Science Lab » MantisBT <=1.2.3 (db_type) Cross-Site  JETIEH [l MISC www.zeroscience.mk/en/vulnerabilities/ZSL-

Scripting & Path Disclosure Vulnerability [ Patch | 2010-4983.php

Gentoo Linux Documentation -- MantisBT: Multiple E3 GENTOO GLSA-201211-01

vulnerabilities [ text/html |

Change Log - MantisBT &, CONFIRM

www.mantisbt.org/bugs/changelog_page.php?

version_id=112


https://cve.report/
https://cve.report/CVE-2010-4348/mitre
https://cve.report/CVE-2010-4348/nist
https://cve.report/CVE-2010-4348/cve_org
https://cve.report/CVE-2010-4348.pdf
http://cve.report/software/mantisbt/mantisbt
http://cve.report/vendor/mantisbt
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.fedoraproject.org/pipermail/package-announce/2010-December/052721.html
http://www.zeroscience.mk/en/vulnerabilities/ZSL-2010-4983.php
http://security.gentoo.org/glsa/glsa-201211-01.xml
http://www.mantisbt.org/bugs/changelog_page.php?version_id=112

oss-security - Re: CVE request: MantisB1 <=1.2.3 (db_type)
Cross-Site Scripting & Path Disclosure Vulnerability

MantisBT 1.2.4 Released « Mantis Bug Tracker Blog

[SECURITY] Fedora 14 Update: mantis-1.1.8-5.fc14

oss-security - CVE request: MantisBT <=1.2.3 (db_type)
Cross-Site Scripting & Path Disclosure Vulnerability

Bug 663230 — CVE-2010-4348 CVE-2010-4349 CVE-2010-
4350 MantisBT <1.2.4 multiple vulnerabilities (LFI, XSS and
PD)

Security Advisory SA51199 - Gentoo update for MantisBT -
Secunia

Fedora update for mantis - Advisories - Community
0012607: LFI/FD and XSS in the 'upgrade_unattended.php'
- MantisBT

Webmail : Solution de messagerie professionnelle -
OVHcloud- OVH

openwall.com
text/htm

www.mantisbt.org
text/htm

lists.fedoraproject.org
text/htm

openwall.com
text/html

bugzilla.redhat.com
text/htm

web.archive.org
text/html

web.archive.org
text/htm

www.mantisbt.org
text/html

text/htm

¢ 2 MLIST [oss-security] 20101216 Re: CVE request:
MantisBT <=1.2.3 (db_type) Cross-Site Scripting &
Path Disclosure Vulnerability

&, CONFIRM www.mantisbt.org/blog/?p=123

FEDORA FEDORA-2010-19078

¢ > MLIST [oss-security] 20101215 CVE request:
MantisBT <=1.2.3 (db_type) Cross-Site Scripting &
Path Disclosure Vulnerability

() CONFIRM bugzilla.redhat.com/show_bug.cgi?
id=663230

){ SECUNIA 51199
Y SECUNIA 42772
&, CONFIRM www.mantisbt.org/bugs/view.php?

id=12607
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:mantisbt:mantisbt:0.19.1:*:*:**:*:*:*:
cpe:2.3:a:mantisbt:mantisbt:0.19.2:%:*:*:*:*:*:*:
cpe:2.3:a:mantisbt:mantisbt:0.19.3:*:*:*:*:*:*:*:
cpe:2.3:a:mantisbt:mantisbt:0.19.4:*:*:**:*:*:*:
cpe:2.3:a:mantisbt:mantisbt:0.19.5:%:*:*:*:*:*:*:
cpe:2.3:a:mantisbt:mantisbt:1.0.0:*:* """

akLk kK Lkuk.

cpe:2.3:a:mantisbt:mantisbt:1.0.0:rc1:*: %" *:*:

akakk KLk k.

cpe:2.3:a:mantisbt:mantisbt:1.0.0:rc5:*:*:*:*:*:*:

dkak Lk ak ok akk.

cpe:2.3:a:mantisbt:mantisbt:1.0.0a1:*:*:*:*:*:*:*:

dkk Lk akakakk.

cpe:2.3:a:mantisbt:mantisbt:1.0.0a2:*:*:*:*:*:*:*:

dkak kR Lk akk.

cpe:2.3:a:mantisbt:mantisbt:1.0.0a3:*:*:*:*:*:*:*:

cpe:2.3:a:mantisbt:mantisbt:1.0.1:*:*:*:*

cpe:2.3:a:mantisbt:mantisbt:1.0.2:*:*:*:***:*:

cpe:2.3:a:mantisbt:mantisbt:1.0.3:** " ™

cpe:2.3:a:mantisbt:mantisbt:1.0.4:* ™

cpe:2.3:a:mantisbt:mantisbt:1.0.5:* ™

cpe:2.3:a:mantisbt:mantisbt:1.0.6:*:*: " :*:

cpe:2.3:a:mantisbt:mantisbt:1.0.7:*

cpe:2.3:a:mantisbt:mantisbt:1.0.8:*:* " :*:

cpe:2.3:a:mantisbt:mantisbt:1.1.0:* " :*:

cpe:2.3:a:mantisbt:mantisbt:1.1.1:* "

cpe:2.3:a:mantisbt:mantisbt:1.1.2:***:***:*:

cpe:2.3:a:mantisbt:mantisbt:1.1.4:*: "

cpe:2.3:a:mantisbt:mantisbt:1.1.5:* "



cpe:2.3:a:mantisbt:mantisbt:1.1.6:*:*:*:*:*:*:*:

cpe:2.3:a:mantisbt:mantisbt:1.1.7::**:* "

cpe:2.3:a:mantisbt:mantisbt:1.1.8:*:*:*:*:*:*:*:

cpe:2.3:a:mantisbt:mantisbt:1.2.0:*:*:*: "

cpe:2.3:a:mantisbt:mantisbt:1.2.1:* %"

cpe:2.3:a:mantisbt:mantisbt:1.2.2:*:* """

akLk LKLk LKLk LK,

cpe:2.3:a:mantisbt:mantisbt:0.18.0:*:*:*:*:*:*:*:

cpe:2.3:a:mantisbt:mantisbt:0.19.0:*:*:*:*:*:*:*:

dkukakakakak.

cpe:2.3:a:mantisbt:mantisbt:0.19.0:rc1:*: """

Ak kKK kKK,

cpe:2.3:a:mantisbt:mantisbt:0.19.0a2:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:a:mantisbt:mantisbt:0.19.1:*: " :*:

cpe:2.3:a:mantisbt:mantisbt:0.19.2:*:*:**:*:*:*:

akk kKKK Lk,

cpe:2.3:a:mantisbt:mantisbt:0.19.3:*:*:***:*:*:

akk kKK kLK,

cpe:2.3:a:mantisbt:mantisbt:0.19.4:*:*:****:*:

cpe:2.3:a:mantisbt:mantisbt:0.19.5:*:*:***:*:*:

cpe:2.3:a:mantisbt:mantisbt:1.0.0:*:*:*:***:*:

KKk akukuk.

cpe:2.3:a:mantisbt:mantisbt:1.0.0:rc1 ™

Kk kKR k.

cpe:2.3:a:mantisbt:mantisbt:1.0.0:rc2:*:*:*:*:*:*:

AKakuk kLR k.

cpe:2.3:a:mantisbt:mantisbt:1.0.0:rc3:*:*:*:**:*:

Kk kKR k.

cpe:2.3:a:mantisbt:mantisbt:1.0.0:rc4:*:*:**:*:*:

dk kR kR Rk,

cpe:2.3:a:mantisbt:mantisbt:1.0.0a1:*:*:*:***:*:

dk kR ok akak k.

cpe:2.3:a:mantisbt:mantisbt:1.0.0a2:*:*:*:*:*:*:*:
cpe:2.3:a:mantisbt:mantisbt:1.0.0a3:*:*:*:**:*:*:
cpe:2.3:a:mantisbt:mantisbt:1.0.1:*

cpe:2.3:a:mantisbt:mantisbt:1.0.2:*:* "

cpe:2.3:a:mantisbt:mantisbt:1.0.3:*:*: """

N T N S R



cpe:z.3:a:mantuspumantsot: 1.U.4:7 "7
cpe:2.3:a:mantisbt:mantisbt:1.0.5:*:* """
cpe:2.3:a:mantisbt:mantisbt:1.0.6:*:*:*:*:*:*:*:
cpe:2.3:a:mantisbt:mantisbt:1.0.7:*:**: "
cpe:2.3:a:mantisbt:mantisbt:1.0.8:*:*:*:*:*:*:*:
cpe:2.3:a:mantisbt:mantisbt:1.1.0: %"
cpe:2.3:a:mantisbt:mantisbt:1.1.1:*:**:*
cpe:2.3:a:mantisbt:mantisbt:1.1.2:*:* "
cpe:2.3:a:mantisbt:mantisbt:1.1.4:*:**:**
cpe:2.3:a:mantisbt:mantisbt:1.1.5:%:*:*:***:*:
cpe:2.3:a:mantisbt:mantisbt:1.1.6:*:*:*:*:*:*:*:
cpe:2.3:a:mantisbt:mantisbt:1.1.7:*:* "
cpe:2.3:a:mantisbt:mantisbt:1.1.8:*:*:*:***:*:
cpe:2.3:a:mantisbt:mantisbt:1.2.0:*:*:*:***:*:
cpe:2.3:a:mantisbt:mantisbt:1.2.1:*:*:*:***:*:
cpe:2.3:a:mantisbt:mantisbt:1.2.2:*:*:*:***:*:

Ak kK kKK kK,

cpe:2.3:a:mantisbt:mantisbt:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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