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Summary

CVE CVE-2010-4352

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-30 19:00:05 UTC

Updated 2026-04-29 01:13:23 UTC

Description Stack consumption vulnerability in D-Bus (aka DBus) before 1.4.1 allows local users to cause a denial of service (daemon crash) via a message containing many nested variants.

Risk And Classification

Primary CVSS: v2.0 2.1 from nvd@nist.gov

AV:L/AC:L/Au:N/C:N/I:N/A:P

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

AV:L/AC:L/Au:N/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application D-bus Project D-bus All All All All

Access Vector

Local

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

None

Availability

Partial

https://cve.report/
https://cve.report/CVE-2010-4352/mitre
https://cve.report/CVE-2010-4352/nist
https://cve.report/CVE-2010-4352/cve_org
https://cve.report/api/cve/CVE-2010-4352.json
https://cve.report/CVE-2010-4352.pdf
http://cve.report/vendor/d-bus_project
http://cve.report/software/d-bus_project/d-bus


Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Debian update for dbus - Advisories - Community af854a3a-2127-422b-91ae-364da2661108

USN-1044-1: D-Bus vulnerability | Ubuntu af854a3a-2127-422b-91ae-364da2661108

32321 – Lots of nested variants crash the bus af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 14 Update: dbus-1.4.0-2.fc14 af854a3a-2127-422b-91ae-364da2661108

Webmail | OVH- OVH af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-2149-1 dbus af854a3a-2127-422b-91ae-364da2661108

openSUSE-SU-2012:1418-1: moderate: update for dbus-1, dbus-1-x11 af854a3a-2127-422b-91ae-364da2661108

Fedora update for dbus - Advisories - Community af854a3a-2127-422b-91ae-364da2661108

Ubuntu update for dbus - Secunia.com af854a3a-2127-422b-91ae-364da2661108

oss-security - CVE Request -- D-BUS -- Stack frame overflow by validating message with excessive number of nested variants af854a3a-2127-422b-91ae-364da2661108

D-Bus Nested Variants Denial of Service Vulnerability af854a3a-2127-422b-91ae-364da2661108

Webmail - OVH af854a3a-2127-422b-91ae-364da2661108

dbus/dbus - a lightweight ipc mechanism af854a3a-2127-422b-91ae-364da2661108

About Secunia Research | Flexera af854a3a-2127-422b-91ae-364da2661108

Webmail | OVH- OVH af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:004 af854a3a-2127-422b-91ae-364da2661108

Juniper Networks - 2015-10 Security Bulletin: CTPView: Multiple Vulnerabilities in CTPView af854a3a-2127-422b-91ae-364da2661108

oss-security - Re: Re: CVE Request -- D-BUS -- Stack frame overflow by validating message with excessive number of nested variants af854a3a-2127-422b-91ae-364da2661108

oss-security - Re: CVE Request -- D-BUS -- Stack frame overflow by validating message with excessive number of nested variants af854a3a-2127-422b-91ae-364da2661108

Bug 663673 – CVE-2010-4352 D-BUS: Stack overflow by validating message with excessive number of nested variants af854a3a-2127-422b-91ae-364da2661108

Remlab.net : D-Bus variant recursion vulnerability af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/42960
http://www.ubuntu.com/usn/USN-1044-1
https://bugs.freedesktop.org/show_bug.cgi?id=32321
http://lists.fedoraproject.org/pipermail/package-announce/2010-December/052550.html
http://www.vupen.com/english/advisories/2011/0161
http://www.debian.org/security/2011/dsa-2149
http://lists.opensuse.org/opensuse-updates/2012-10/msg00094.html
http://secunia.com/advisories/42760
http://secunia.com/advisories/42911
http://openwall.com/lists/oss-security/2010/12/16/3
http://www.securityfocus.com/bid/45377
http://www.vupen.com/english/advisories/2011/0464
http://cgit.freedesktop.org/dbus/dbus/commit/?id=7d65a3a6ed8815e34a99c680ac3869fde49dbbd4
http://secunia.com/advisories/42580
http://www.vupen.com/english/advisories/2011/0178
http://www.vupen.com/english/advisories/2010/3325
http://lists.opensuse.org/opensuse-security-announce/2011-02/msg00004.html
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10705
http://openwall.com/lists/oss-security/2010/12/21/3
http://openwall.com/lists/oss-security/2010/12/16/6
https://bugzilla.redhat.com/show_bug.cgi?id=663673
http://www.remlab.net/op/dbus-variant-recursion.shtml
https://www.cve.org/CVERecord?id=CVE-2010-4352
https://nvd.nist.gov/vuln/detail/CVE-2010-4352
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