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Multiple heap-based buffer overflows in RealNetworks RealPlayer 11.0 through 11.1, RealPlayer SP 1.0 through 1.1.4, Ree
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Operating System

Operating System

Vendor Product Version Update Edition Language
Linux Linux Kernel All All All All
Linux Linux Kernel All All All All
Realnetworks Realplayer 11.0 All All All
Realnetworks Realplayer 11.0.1 All All All
Realnetworks Realplayer 11.0.2 All All All
Realnetworks Realplayer 11.0.2.1744 All All All
Realnetworks Realplayer 11.0.3 All All All
Realnetworks Realplayer 11.0.4 All All All
Realnetworks Realplayer 11.0.5 All All All
Realnetworks Realplayer 11.1 All All All
Realnetworks Realplayer 2.1.2 All enterprise All
Realnetworks Realplayer 11.0 All All All
Realnetworks Realplayer 11.0.1 All All All
Realnetworks Realplayer 11.0.2 All All All
Realnetworks Realplayer 11.0.2.1744 All All All
Realnetworks Realplayer 11.0.3 All All All

Realnetworks Realplayer 11.04 All All All
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Application Realnetworks Realplayer 11.0.5 All All All
Application Realnetworks Realplayer 11.1 All All All
Application Realnetworks Realplayer 2.1.2 All enterprise All
Application Realnetworks Realplayer Sp 1.0.0 All All All
Application Realnetworks Realplayer Sp 1.0.1 All All All
Application Realnetworks Realplayer Sp 1.0.2 All All All
Application Realnetworks Realplayer Sp 1.0.5 All All All
Application Realnetworks Realplayer Sp 1.1 All All All
Application Realnetworks Realplayer Sp 1.1.1 All All All
Application Realnetworks Realplayer Sp 1.1.2 All All All
Application Realnetworks Realplayer Sp 1.1.3 All All All
Application Realnetworks Realplayer Sp 1.14 All All All
Application Realnetworks Realplayer Sp 1.0.0 All All All
Application Realnetworks Realplayer Sp 1.0.1 All All All
Application Realnetworks Realplayer Sp 1.0.2 All All All
Application Realnetworks Realplayer Sp 1.0.5 All All All
Application Realnetworks Realplayer Sp 1.1 All All All
Application Realnetworks Realplayer Sp 1.141 All All All
Application Realnetworks Realplayer Sp 1.1.2 All All All
Application Realnetworks Realplayer Sp 1.1.3 All All All
Application Realnetworks Realplayer Sp 114 All All All
Reference Sou
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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