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Summary

CVE CVE-2010-4384

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-14 16:00:00 UTC

Updated 2011-01-26 06:52:00 UTC

Description Array index error in RealNetworks RealPlayer 11.0 through 11.1, RealPlayer Enterprise 2.1.2, Mac RealPlayer 11.0 through 11.1, Linux RealPlayer 11.0.2.1744, and possibly HelixPlayer 1.0.6 and other versions, allows remote attackers to execute arbitrary code via a malformed Media Properties Header (aka MDPR) in a RealMedia file.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

Application Realnetworks Realplayer 11.0 All All All

Application Realnetworks Realplayer 11.0.1 All All All

Application Realnetworks Realplayer 11.0.2 All All All

Application Realnetworks Realplayer 11.0.2.1744 All All All

Application Realnetworks Realplayer 11.0.3 All All All

Application Realnetworks Realplayer 11.0.4 All All All

Application Realnetworks Realplayer 11.0.5 All All All

Application Realnetworks Realplayer 11.1 All All All

Application Realnetworks Realplayer 2.1.2 All enterprise All

Application Realnetworks Realplayer 11.0 All All All

Application Realnetworks Realplayer 11.0.1 All All All

Application Realnetworks Realplayer 11.0.2 All All All

Application Realnetworks Realplayer 11.0.2.1744 All All All
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Application Realnetworks Realplayer 11.0.2.1744 All All All

Application Realnetworks Realplayer 11.0.3 All All All

Application Realnetworks Realplayer 11.0.4 All All All

Application Realnetworks Realplayer 11.0.5 All All All

Application Realnetworks Realplayer 11.1 All All All

Application Realnetworks Realplayer 2.1.2 All enterprise All

References

Reference Source

RealPlayer and StarSearch by Real Official Homepage — Real.com CONFIRM

SecurityTracker.com Archives - RealPlayer Buffer Overflows and Memory Corruption Errors Let Remote Users Execute Arbitrary Code SECTRACK

Support REDHAT

Zero Day Initiative MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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