
CVE-2010-4476
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2010-4476

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-17 19:00:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description The Double.parseDouble method in Java Runtime Environment (JRE) in Oracle Java SE and Java for Business 6 Update 23 and earlier, 5.0 Update 27 and earlier, and 1.4.2_29 and earlier, as used in OpenJDK, Apache, JBossweb, and other products, allows remote attackers to cause a denial of service via a crafted string that triggers an infinite loop of estimations during conversion to a double-precision binary floating-point number, as demonstrated using 2.2250738585072012e-308.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Jdk 1.5.0 All All All

Application Sun Jdk 1.5.0 update1 All All

Application Sun Jdk 1.5.0 update10 All All

Application Sun Jdk 1.5.0 update11 All All

Application Sun Jdk 1.5.0 update12 All All

Application Sun Jdk 1.5.0 update13 All All

Application Sun Jdk 1.5.0 update14 All All

Application Sun Jdk 1.5.0 update15 All All

Application Sun Jdk 1.5.0 update16 All All

Application Sun Jdk 1.5.0 update17 All All

Application Sun Jdk 1.5.0 update18 All All

Application Sun Jdk 1.5.0 update19 All All

Application Sun Jdk 1.5.0 update2 All All

Application Sun Jdk 1.5.0 update20 All All

Application Sun Jdk 1.5.0 update21 All All

Application Sun Jdk 1.5.0 update22 All All

Application Sun Jdk 1.5.0 update23 All All
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Application Sun Jdk 1.5.0 update23 All All

Application Sun Jdk 1.5.0 update24 All All

Application Sun Jdk 1.5.0 update25 All All

Application Sun Jdk 1.5.0 update26 All All

Application Sun Jdk 1.5.0 update3 All All

Application Sun Jdk 1.5.0 update4 All All

Application Sun Jdk 1.5.0 update5 All All

Application Sun Jdk 1.5.0 update6 All All

Application Sun Jdk 1.5.0 update7 All All

Application Sun Jdk 1.5.0 update8 All All

Application Sun Jdk 1.5.0 update9 All All

Application Sun Jdk 1.6.0 All All All

Application Sun Jdk 1.6.0 update1 All All

Application Sun Jdk 1.6.0 update1_b06 All All

Application Sun Jdk 1.6.0 update2 All All

Application Sun Jdk 1.6.0 update_10 All All

Application Sun Jdk 1.6.0 update_11 All All

Application Sun Jdk 1.6.0 update_12 All All

Application Sun Jdk 1.6.0 update_13 All All

Application Sun Jdk 1.6.0 update_14 All All

Application Sun Jdk 1.6.0 update_15 All All

Application Sun Jdk 1.6.0 update_16 All All

Application Sun Jdk 1.6.0 update_17 All All

Application Sun Jdk 1.6.0 update_18 All All

Application Sun Jdk 1.6.0 update_19 All All

Application Sun Jdk 1.6.0 update_20 All All

Application Sun Jdk 1.6.0 update_21 All All

Application Sun Jdk 1.6.0 update_22 All All

Application Sun Jdk 1.6.0 update_3 All All

Application Sun Jdk 1.6.0 update_4 All All

Application Sun Jdk 1.6.0 update_5 All All

Application Sun Jdk 1.6.0 update_6 All All

Application Sun Jdk 1.6.0 update_7 All All

Application Sun Jdk 1.5.0 All All All

Application Sun Jdk 1.5.0 update1 All All

Application Sun Jdk 1.5.0 update10 All All
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Application Sun Jdk 1.5.0 update11 All All

Application Sun Jdk 1.5.0 update12 All All

Application Sun Jdk 1.5.0 update13 All All

Application Sun Jdk 1.5.0 update14 All All

Application Sun Jdk 1.5.0 update15 All All

Application Sun Jdk 1.5.0 update16 All All

Application Sun Jdk 1.5.0 update17 All All

Application Sun Jdk 1.5.0 update18 All All

Application Sun Jdk 1.5.0 update19 All All

Application Sun Jdk 1.5.0 update2 All All

Application Sun Jdk 1.5.0 update20 All All

Application Sun Jdk 1.5.0 update21 All All

Application Sun Jdk 1.5.0 update22 All All

Application Sun Jdk 1.5.0 update23 All All

Application Sun Jdk 1.5.0 update24 All All

Application Sun Jdk 1.5.0 update25 All All

Application Sun Jdk 1.5.0 update26 All All

Application Sun Jdk 1.5.0 update3 All All

Application Sun Jdk 1.5.0 update4 All All

Application Sun Jdk 1.5.0 update5 All All

Application Sun Jdk 1.5.0 update6 All All

Application Sun Jdk 1.5.0 update7 All All

Application Sun Jdk 1.5.0 update8 All All

Application Sun Jdk 1.5.0 update9 All All

Application Sun Jdk 1.6.0 All All All

Application Sun Jdk 1.6.0 update1 All All

Application Sun Jdk 1.6.0 update1_b06 All All

Application Sun Jdk 1.6.0 update2 All All

Application Sun Jdk 1.6.0 update_10 All All

Application Sun Jdk 1.6.0 update_11 All All

Application Sun Jdk 1.6.0 update_12 All All

Application Sun Jdk 1.6.0 update_13 All All

Application Sun Jdk 1.6.0 update_14 All All

Application Sun Jdk 1.6.0 update_15 All All

Application Sun Jdk 1.6.0 update_16 All All

Application Sun Jdk 1.6.0 update_17 All All
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Application Sun Jdk 1.6.0 update_17 All All

Application Sun Jdk 1.6.0 update_18 All All

Application Sun Jdk 1.6.0 update_19 All All

Application Sun Jdk 1.6.0 update_20 All All

Application Sun Jdk 1.6.0 update_21 All All

Application Sun Jdk 1.6.0 update_22 All All

Application Sun Jdk 1.6.0 update_3 All All

Application Sun Jdk 1.6.0 update_4 All All

Application Sun Jdk 1.6.0 update_5 All All

Application Sun Jdk 1.6.0 update_6 All All

Application Sun Jdk 1.6.0 update_7 All All

Application Sun Jdk All update27 All All

Application Sun Jdk All update_23 All All

Application Sun Jre 1.4.2 All All All

Application Sun Jre 1.4.2_1 All All All

Application Sun Jre 1.4.2_10 All All All

Application Sun Jre 1.4.2_11 All All All

Application Sun Jre 1.4.2_12 All All All

Application Sun Jre 1.4.2_13 All All All

Application Sun Jre 1.4.2_14 All All All

Application Sun Jre 1.4.2_15 All All All

Application Sun Jre 1.4.2_16 All All All

Application Sun Jre 1.4.2_17 All All All

Application Sun Jre 1.4.2_18 All All All

Application Sun Jre 1.4.2_19 All All All

Application Sun Jre 1.4.2_2 All All All

Application Sun Jre 1.4.2_20 All All All

Application Sun Jre 1.4.2_21 All All All

Application Sun Jre 1.4.2_22 All All All

Application Sun Jre 1.4.2_23 All All All

Application Sun Jre 1.4.2_24 All All All

Application Sun Jre 1.4.2_25 All All All

Application Sun Jre 1.4.2_26 All All All

Application Sun Jre 1.4.2_27 All All All

Application Sun Jre 1.4.2_28 All All All

Application Sun Jre 1.4.2_3 All All All
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Application Sun Jre 1.4.2_4 All All All

Application Sun Jre 1.4.2_5 All All All

Application Sun Jre 1.4.2_6 All All All

Application Sun Jre 1.4.2_7 All All All

Application Sun Jre 1.4.2_8 All All All

Application Sun Jre 1.4.2_9 All All All

Application Sun Jre 1.5.0 All All All

Application Sun Jre 1.5.0 update1 All All

Application Sun Jre 1.5.0 update10 All All

Application Sun Jre 1.5.0 update11 All All

Application Sun Jre 1.5.0 update12 All All

Application Sun Jre 1.5.0 update13 All All

Application Sun Jre 1.5.0 update14 All All

Application Sun Jre 1.5.0 update15 All All

Application Sun Jre 1.5.0 update16 All All

Application Sun Jre 1.5.0 update17 All All

Application Sun Jre 1.5.0 update18 All All

Application Sun Jre 1.5.0 update19 All All

Application Sun Jre 1.5.0 update2 All All

Application Sun Jre 1.5.0 update20 All All

Application Sun Jre 1.5.0 update21 All All

Application Sun Jre 1.5.0 update22 All All

Application Sun Jre 1.5.0 update23 All All

Application Sun Jre 1.5.0 update24 All All

Application Sun Jre 1.5.0 update25 All All

Application Sun Jre 1.5.0 update26 All All

Application Sun Jre 1.5.0 update3 All All

Application Sun Jre 1.5.0 update4 All All

Application Sun Jre 1.5.0 update5 All All

Application Sun Jre 1.5.0 update6 All All

Application Sun Jre 1.5.0 update7 All All

Application Sun Jre 1.5.0 update8 All All

Application Sun Jre 1.5.0 update9 All All

Application Sun Jre 1.6.0 All All All

Application Sun Jre 1.6.0 update_1 All All
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Application Sun Jre 1.6.0 update_10 All All

Application Sun Jre 1.6.0 update_11 All All

Application Sun Jre 1.6.0 update_12 All All

Application Sun Jre 1.6.0 update_13 All All

Application Sun Jre 1.6.0 update_14 All All

Application Sun Jre 1.6.0 update_15 All All

Application Sun Jre 1.6.0 update_16 All All

Application Sun Jre 1.6.0 update_17 All All

Application Sun Jre 1.6.0 update_18 All All

Application Sun Jre 1.6.0 update_19 All All

Application Sun Jre 1.6.0 update_2 All All

Application Sun Jre 1.6.0 update_20 All All

Application Sun Jre 1.6.0 update_21 All All

Application Sun Jre 1.6.0 update_22 All All

Application Sun Jre 1.6.0 update_3 All All

Application Sun Jre 1.6.0 update_4 All All

Application Sun Jre 1.6.0 update_5 All All

Application Sun Jre 1.6.0 update_6 All All

Application Sun Jre 1.6.0 update_7 All All

Application Sun Jre 1.4.2 All All All

Application Sun Jre 1.4.2_1 All All All

Application Sun Jre 1.4.2_10 All All All

Application Sun Jre 1.4.2_11 All All All

Application Sun Jre 1.4.2_12 All All All

Application Sun Jre 1.4.2_13 All All All

Application Sun Jre 1.4.2_14 All All All

Application Sun Jre 1.4.2_15 All All All

Application Sun Jre 1.4.2_16 All All All

Application Sun Jre 1.4.2_17 All All All

Application Sun Jre 1.4.2_18 All All All

Application Sun Jre 1.4.2_19 All All All

Application Sun Jre 1.4.2_2 All All All

Application Sun Jre 1.4.2_20 All All All

Application Sun Jre 1.4.2_21 All All All

Application Sun Jre 1.4.2_22 All All All

Application Sun Jre 1.4.2_23 All All All
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

'[security bulletin] HPSBOV02634 SSRT100390 rev.1 - HP OpenVMS running Java, Remote Denial of Service' - MARC HP
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://marc.info/?l=bugtraq&m=130168502603566&w=2
http://marc.info/?l=bugtraq&m=132215163318824&w=2
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14328
http://www.ibm.com/support/docview.wss?uid=swg24029497
http://www.redhat.com/support/errata/RHSA-2011-0211.html
http://www.vupen.com/english/advisories/2011/0377
http://lists.fedoraproject.org/pipermail/package-announce/2011-February/053926.html
http://marc.info/?l=bugtraq&m=133469267822771&w=2
http://support.novell.com/docs/Readmes/InfoDocument/patchbuilder/readme_5098550.html
http://www13.itrc.hp.com/service/cki/docDisplay.do?docId=emr_na-c02720715&admit=109447627+1298159618320+28353475
http://blogs.oracle.com/security/2011/02/security_alert_for_cve-2010-44.html
http://marc.info/?l=bugtraq&m=130497185606818&w=2
http://secunia.com/advisories/43659
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