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Summary

CVE CVE-2010-4498

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-07 19:00:00 UTC

Updated 2017-08-17 01:33:00 UTC

Description Unspecified vulnerability in Collaborative Information Manager server, as used in TIBCO Collaborative Information Manager before 8.1.0 and ActiveCatalog before 1.0.1, allows remote attackers to modify data or obtain sensitive information via a crafted URL.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tibco Activecatalog All All All All

Application Tibco Collaborative Information Manager All All All All

References

Reference

70373

TIBCO Collaborative Information Manager Flaws Permit Cross-Site Scripting, SQL Injection, and Session Hijacking Attacks - SecurityTracker

404 Not Found

TIBCO | TIBCO Collaborative Information Manager Security Advisory FAQ

TIBCO Session Fixation and Multiple Input Validation Vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

TIBCO Collaborative Information Manager / ActiveCatalog Multiple Vulnerabilities - Advisories - Community

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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