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Summary

CVE CVE-2010-4506

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-02-07 21:00:00 UTC

Updated 2017-08-17 01:33:00 UTC

Description Passlogix v-GO Self-Service Password Reset (SSPR) and OEM before 7.0A allows physically proximate attackers to execute arbitrary programs without authentication by triggering use of an invalid SSL certificate and using the Internet Explorer interface to navigate through the filesystem via a "Save As" dialog that is reachable from the "Certificate Export" wizard.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Passlogix V-go Self-service Password Reset And Oem 7.0 All All All

Application Oracle Passlogix V-go Self-service Password Reset And Oem 7.0 All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Oracle Passlogix v-GO Self-Service Password Reset Unauthorized Access Vulnerability BID www.securityfocus.com

Passlogix v-GO Self-Service Password Reset Bypass via Invalid SSL Certificate - CXSecurity.com SREASON securityreason.com

404 Not Found | Trustwave MISC www.trustwave.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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