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Summary

CVE CVE-2010-4507

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-30 19:00:00 UTC

Updated 2011-01-12 05:00:00 UTC

Description Multiple cross-site request forgery (CSRF) vulnerabilities on the iSpot 2.0.0.0 R1679, and the ClearSpot 2.0.0.0 R1512 and R1786, with firmware 1.9.9.4 allow remote attackers to hijack the authentication of administrators for requests that (1) execute arbitrary commands via the cmd parameter in an act_cmd_result action to webmain.cgi, (2) enable remote management via an enable_remote_access act_network_set action to webmain.cgi, (3) enable the TELNET service via an ENABLE_TELNET act_set_wimax_etc_config action to webmain.cgi, (4) enable TELNET sessions via a certain act_network_set action to webmain.cgi, or (5) read arbitrary files via the FILE_PATH parameter in an act_file_download action to upgrademain.cgi.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Clear Clearspot 2.0.0.0 r1512 All All

Hardware Clear Clearspot 2.0.0.0 r1786 All All

Hardware Clear Clearspot 2.0.0.0 r1512 All All

Hardware Clear Clearspot 2.0.0.0 r1786 All All

Application Clear Clearspot Firmware 1.9.9.4 All All All

Application Clear Clearspot Firmware 1.9.9.4 All All All

Hardware Clear Ispot 2.0.0.0 r1679 All All

Hardware Clear Ispot 2.0.0.0 r1679 All All

Application Clear Ispot Firmware 1.9.9.4 All All All

Application Clear Ispot Firmware 1.9.9.4 All All All

References

Reference Source Link Tags

404 Not Found | Trustwave MISC www.trustwave.com Exploit

Clear iSpot/Clearspot CSRF Vulnerabilities EXPLOIT-DB www.exploit-db.com Exploit

Clear iSpot and Clear Clearspot Cross-Site Request Forgery Vulnerability - Advisories - Community SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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