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Summary

CVE CVE-2010-4526

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-11 03:00:00 UTC

Updated 2023-02-13 04:28:00 UTC

Description Race condition in the sctp_icmp_proto_unreachable function in net/sctp/input.c in Linux kernel 2.6.11-rc2 through 2.6.33 allows remote attackers to cause a denial of service (panic) via an ICMP unreachable message to a socket that is already locked by a user, which causes the socket to be freed and triggers list corruption, related to the sctp_wait_for_connect function.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.6.11 rc2 All All

Operating System Linux Linux Kernel 2.6.11 rc3 All All

Operating System Linux Linux Kernel 2.6.11 rc4 All All

Operating System Linux Linux Kernel 2.6.11 rc5 All All

Operating System Linux Linux Kernel 2.6.11 rc2 All All

Operating System Linux Linux Kernel 2.6.11 rc3 All All

Operating System Linux Linux Kernel 2.6.11 rc4 All All

Operating System Linux Linux Kernel 2.6.11 rc5 All All

Operating System Linux Linux Kernel All All All All

Application Redhat Enterprise Mrg 1.0 All All All

Operating System Redhat Enterprise Mrg 1.0 All All All

Application Redhat Enterprise Mrg 1.0 All All All

Operating System Vmware Esx 4.0 All All All

Operating System Vmware Esx 4.1 All All All

Operating System Vmware Esx 4.0 All All All

Operating System Vmware Esx 4.1 All All All
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SecurityFocus BUGTRAQ www.securityfocus.com

access.redhat.com | CVE-2010-4526 MISC access.redhat.com

Red Hat Customer Portal REDHAT www.redhat.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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