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Summary

CVE CVE-2010-4534

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-10 20:00:00 UTC

Updated 2011-01-20 06:46:00 UTC

Description The administrative interface in django.contrib.admin in Django before 1.1.3, 1.2.x before 1.2.4, and 1.3.x before 1.3 beta 1 does not properly restrict use of the query string to perform certain object filtering, which allows remote authenticated users to obtain sensitive information via a series of requests containing regular expressions, as demonstrated by a created_by__password__regex parameter.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Djangoproject Django 0.91 All All All

Application Djangoproject Django 0.95 All All All

Application Djangoproject Django 0.95.1 All All All

Application Djangoproject Django 0.96 All All All

Application Djangoproject Django 1.0 All All All

Application Djangoproject Django 1.0.1 All All All

Application Djangoproject Django 1.0.2 All All All

Application Djangoproject Django 1.1 All All All

Application Djangoproject Django 1.1.0 All All All

Application Djangoproject Django 1.2 All All All

Application Djangoproject Django 1.2.1 All All All

Application Djangoproject Django 1.2.2 All All All

Application Djangoproject Django 1.2.3 All All All

Application Djangoproject Django 1.3 alpha1 All All

Application Djangoproject Django 1.3 alpha2 All All

Application Djangoproject Django 0.91 All All All

Application Djangoproject Django 0.95 All All All
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Application Djangoproject Django 0.95 All All All

Application Djangoproject Django 0.95.1 All All All

Application Djangoproject Django 0.96 All All All

Application Djangoproject Django 1.0 All All All

Application Djangoproject Django 1.0.1 All All All

Application Djangoproject Django 1.0.2 All All All

Application Djangoproject Django 1.1 All All All

Application Djangoproject Django 1.1.0 All All All

Application Djangoproject Django 1.2 All All All

Application Djangoproject Django 1.2.1 All All All

Application Djangoproject Django 1.2.2 All All All

Application Djangoproject Django 1.2.3 All All All

Application Djangoproject Django 1.3 alpha1 All All

Application Djangoproject Django 1.3 alpha2 All All

Application Djangoproject Django All All All All
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nGenuity Information Security MISC ngenuity-is.com

Fix a security issue in the admin. Disclosure and new release forthco… · django/django@732198e · GitHub CONFIRM code.djangoproject.com

USN-1040-1: Django vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
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EvilPacket Information leakage in Django administrative interface MISC evilpacket.net
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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