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The administrative interface in django.contrib.admin in Django before 1.1.3, 1.2.x before 1.2.4, and 1.3.x before 1.3 beta 1 ¢
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Djangoproject Django 0.91 All All All
Djangoproject Django 0.95 All All All
Djangoproject Django 0.95.1 All All All
Djangoproject Django 0.96 All All All
Djangoproject Django 1.0 All All All
Djangoproject Django 1.0.1 All All All
Djangoproject Django 1.0.2 All All All
Djangoproject Django 1.1 All All All
Djangoproject Django 1.1.0 All All All
Djangoproject Django 1.2 All All All
Djangoproject Django 1.2.1 All All All
Djangoproject Django 1.2.2 All All All
Djangoproject Django 1.2.3 All All All
Djangoproject Django 1.3 alphat All All
Djangoproject Django 1.3 alpha2 All All
Djangoproject Django 0.91 All All All
Diangoproject Diango 0.95 All All All
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Application Djangoproject Django 0.95.1 All All All

Application Djangoproject Django 0.96 All All All

Application Djangoproject Django 1.0 All All All

Application Djangoproject Django 1.0.1 All All All

Application Djangoproject Django 1.0.2 All All All

Application Djangoproject Django 1.1 All All All

Application Djangoproject Django 1.1.0 All All All

Application Djangoproject Django 1.2 All All All

Application Djangoproject Django 1.2.1 All All All

Application Djangoproject Django 1.2.2 All All All

Application Djangoproject Django 1.2.3 All All All

Application Djangoproject Django 1.3 alphat All All

Application Djangoproject Django 1.3 alpha2 All All

Application Djangoproject Django All All All All

Reference Source Link
[SECURITY] Fedora 14 Update: Django-1.2.4-1.fc14 FEDORA lists.fec
20101223 Django admin list filter data extraction / leakage FULLDISC archive
oss-security - CVE Request -- Django 1.2.4, Django 1.1.3 and Django 1.3 beta 1 -- addressing two security flaws MLIST WWW.0
SecurityFocus BUGTRAQ www.si
nGenuity Information Security MISC ngenui
Fix a security issue in the admin. Disclosure and new release forthco... - django/django@732198e - GitHub CONFIRM  code.d
USN-1040-1: Django vulnerabilities | Ubuntu UBUNTU www.u
Django | Weblog | Security releases issued CONFIRM  www.d,

Bug 665373 — CVE-2010-4534, CVE-2010-4535 Information leakage and DoS vulnerabilities in Django < 1.2.4 & 1.1.3 CONFIRM  bugzille

Django 'django.contrib.admin’ Querystring Information Disclosure Vulnerability BID WWW. S
oss-security - Re: CVE Request -- Django 1.2.4, Django 1.1.3 and Django 1.3 beta 1 -- addressing two security flaws MLIST WWW.0
Django Two Security Issues - Advisories - Community SECUNIA  secuni:
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW. VI
EvilPacket Information leakage in Django administrative interface MISC evilpac
[SECURITY] Fedora 13 Update: Django-1.2.4-1.fc13 FEDORA lists.fec
Ubuntu update for python-django - Advisories - Community SECUNIA  secuni:
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW. VI

Fedora update for Django - Advisories - Community SECUNIA  secuni:



http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://cve.report/vendor/djangoproject
http://cve.report/software/djangoproject/django
http://lists.fedoraproject.org/pipermail/package-announce/2011-January/053072.html
http://archives.neohapsis.com/archives/fulldisclosure/2010-12/0580.html
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981096 Python (pip) Security Update for django (GHSA-fwr5-q9rx-294f)
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