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Summary

CVE CVE-2010-4535

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-10 20:00:00 UTC

Updated 2011-01-20 06:46:00 UTC

Description The password reset functionality in django.contrib.auth in Django before 1.1.3, 1.2.x before 1.2.4, and 1.3.x before 1.3 beta 1 does not validate the length of a string representing a base36 timestamp, which allows remote attackers to cause a denial of service (resource consumption) via a URL that specifies a large base36 integer.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Djangoproject Django 0.91 All All All

Application Djangoproject Django 0.95 All All All

Application Djangoproject Django 0.95.1 All All All

Application Djangoproject Django 0.96 All All All

Application Djangoproject Django 1.0 All All All

Application Djangoproject Django 1.0.1 All All All

Application Djangoproject Django 1.0.2 All All All

Application Djangoproject Django 1.1 All All All

Application Djangoproject Django 1.1.0 All All All

Application Djangoproject Django 1.2 All All All

Application Djangoproject Django 1.2.1 All All All

Application Djangoproject Django 1.2.2 All All All

Application Djangoproject Django 1.2.3 All All All

Application Djangoproject Django 1.3 alpha1 All All

Application Djangoproject Django 1.3 alpha2 All All

Application Djangoproject Django 0.91 All All All

Application Djangoproject Django 0.95 All All All
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Application Djangoproject Django 0.95 All All All

Application Djangoproject Django 0.95.1 All All All

Application Djangoproject Django 0.96 All All All

Application Djangoproject Django 1.0 All All All

Application Djangoproject Django 1.0.1 All All All

Application Djangoproject Django 1.0.2 All All All

Application Djangoproject Django 1.1 All All All

Application Djangoproject Django 1.1.0 All All All

Application Djangoproject Django 1.2 All All All

Application Djangoproject Django 1.2.1 All All All

Application Djangoproject Django 1.2.2 All All All

Application Djangoproject Django 1.2.3 All All All

Application Djangoproject Django 1.3 alpha1 All All

Application Djangoproject Django 1.3 alpha2 All All

Application Djangoproject Django All All All All

References

Reference Source Link

[SECURITY] Fedora 14 Update: Django-1.2.4-1.fc14 FEDORA lists.fedoraproject.org

oss-security - CVE Request -- Django 1.2.4, Django 1.1.3 and Django 1.3 beta 1 -- addressing two security flaws MLIST www.openwall.com

Django Password Reset Mechanism Remote Denial of Service Vulnerability BID www.securityfocus.com

Fix a security issue in the auth system. Disclosure and new release f… · django/django@6819be1 · GitHub CONFIRM code.djangoproject.com

USN-1040-1: Django vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Django | Weblog | Security releases issued CONFIRM www.djangoproject.com

Bug 665373 – CVE-2010-4534, CVE-2010-4535 Information leakage and DoS vulnerabilities in Django < 1.2.4 & 1.1.3 CONFIRM bugzilla.redhat.com

oss-security - Re: CVE Request -- Django 1.2.4, Django 1.1.3 and Django 1.3 beta 1 -- addressing two security flaws MLIST www.openwall.com

Django Two Security Issues - Advisories - Community SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

[SECURITY] Fedora 13 Update: Django-1.2.4-1.fc13 FEDORA lists.fedoraproject.org

Ubuntu update for python-django - Advisories - Community SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Fedora update for Django - Advisories - Community SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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