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Summary

CVE CVE-2010-4542

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-01-07 20:00:00 UTC

Updated 2023-11-07 02:06:00 UTC

Description Stack-based buffer overflow in the gfig_read_parameter_gimp_rgb function in plug-ins/gfig/gfig-style.c in the GFIG plugin in GIMP 2.6.11 allows user-assisted remote attackers to cause a denial of service (application crash) or possibly execute arbitrary code via a long Foreground field in a plugin configuration file. NOTE: it may be uncommon to obtain a GIMP plugin configuration file from an untrusted source that is separate from the distribution of the plugin itself. NOTE: some of these details are obtained from third party information.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gimp Gimp 2.6.11 All All All

Application Gimp Gimp 2.6.11 All All All

References

Reference Source Link Tags

70283 OSVDB osvdb.org

Red Hat update for gimp - Advisories - Community SECUNIA secunia.com Vendor Advisory

Gimp Multiple Vulnerabilities - Advisories - Community SECUNIA secunia.com Vendor Advisory

Debian -- Security Information -- DSA-2426-1 gimp DEBIAN www.debian.org

Red Hat Customer Portal MISC access.redhat.com

Gentoo Linux Documentation -- GIMP: Multiple vulnerabilities GENTOO security.gentoo.org

Red Hat Customer Portal MISC access.redhat.com

Support REDHAT www.redhat.com Vendor Advisory

703405 – (CVE-2010-4542) CVE-2010-4542 Gimp: Stack-based buffer overflow in Gfig plug-in MISC bugzilla.redhat.com

Security Alerts - Secunia SECUNIA secunia.com

oss-security - Re: CVE request for buffer overflows in gimp MLIST openwall.com Exploit

Support REDHAT www.redhat.com Vendor Advisory

https://cve.report/
https://cve.report/CVE-2010-4542/mitre
https://cve.report/CVE-2010-4542/nist
https://cve.report/CVE-2010-4542/cve_org
https://cve.report/CVE-2010-4542.pdf
http://cve.report/vendor/gimp
http://cve.report/software/gimp/gimp
http://cve.report/vendor/gimp
http://cve.report/software/gimp/gimp
http://osvdb.org/70283
http://secunia.com/advisories/44750
http://secunia.com/advisories/42771
http://www.debian.org/security/2012/dsa-2426
https://access.redhat.com/errata/RHSA-2011:0839
http://security.gentoo.org/glsa/glsa-201209-23.xml
https://access.redhat.com/errata/RHSA-2011:0838
http://www.redhat.com/support/errata/RHSA-2011-0838.html
https://bugzilla.redhat.com/show_bug.cgi?id=703405
http://secunia.com/advisories/50737
http://openwall.com/lists/oss-security/2011/01/04/7
http://www.redhat.com/support/errata/RHSA-2011-0839.html


Security Advisory SA48236 - Debian update for gimp - Secunia SECUNIA secunia.com

#608497 - gimp: four buffer overflows - Debian Bug report logs MISC bugs.debian.org Exploit

Support / Security / Advisories / / MDVSA-2011:103 | Mandriva MANDRIVA www.mandriva.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

CVE-2010-4542 - Red Hat Customer Portal MISC access.redhat.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2011:005 SUSE lists.opensuse.org

666793 – (CVE-2010-4540) CVE-2010-4540 Gimp: Stack-based buffer overflow in Lighting plug-in CONFIRM bugzilla.redhat.com Exploit

oss-security - CVE request for buffer overflows in gimp MLIST openwall.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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