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AVNACUAUSICNTPIAN Certain versions of Lotus Notes Traveler from Ibm contain the following
vulnerability:

IBM Lotus Notes Traveler before 8.5.1.2 does not reject an attachment
download request for an e-mail message with a Prevent Copy attribute,
which allows remote authenticated users to bypass intended access
restrictions via this request.

CVE-2010-4546 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

IBM Notes and Domino (T) CONFIRM www-10.lotus.com/ldd/dominowiki.nsf/page.xsp?

wiki: Lotus Notes documentld=A6604E906E0DF2DF8525778B005D4466&action=openDocument
Traveler: Lotus Notes

Traveler APAR listing

Lotus Notes Traveler Ty CONFIRM www-

851 FP3 Release Notes 10.lotus.com/Idd/dominowiki.nsf/dx/Lotus_Notes_Traveler 851 FP3 Release Notes
LO49840: USER CAN  [IIEEIET a2» AIXAPAR LO49840

DOWNLOAD [ text/html |

ATTACHMENT IN
PREVENT COPY MAIL.

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Lotus Notes Traveler 8.0 All All All
Application Ibm Lotus Notes Traveler 8.0.1 All All All
Application Ibm Lotus Notes Traveler 8.0.1.2 All All All
Application Ibm Lotus Notes Traveler 8.0.1.3 All All All
Application Ibm Lotus Notes Traveler 8.5.0.0 All All All
Application Ibm Lotus Notes Traveler 8.5.0.1 All All All
Application Ibm Lotus Notes Traveler 8.5.0.2 All All All
Application lbom Lotus Notes Traveler 8.0 All All All
Application Ibm Lotus Notes Traveler 8.0.1 All All All
Application Ibom Lotus Notes Traveler 8.0.1.2 All All All
Application Ibm Lotus Notes Traveler 8.0.1.3 All All All
Application lbm Lotus Notes Traveler 8.5.0.0 All All All
Application Ibm Lotus Notes Traveler 8.5.0.1 All All All
Application Ibm Lotus Notes Traveler 8.5.0.2 All All All
Application Ibm Lotus Notes Traveler All All All All
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No vendor comments have been submitted for this CVE
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