
CVE-2010-4552
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2010-4552

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-16 20:00:00 UTC

Updated 2010-12-17 05:00:00 UTC

Description Memory leak in IBM Lotus Notes Traveler before 8.5.1.1 allows remote attackers to cause a denial of service (memory consumption and daemon outage) by sending many embedded objects in e-mail messages for iPhone clients.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Lotus Notes Traveler 8.0 All All All

Application Ibm Lotus Notes Traveler 8.0.1 All All All

Application Ibm Lotus Notes Traveler 8.0.1.2 All All All

Application Ibm Lotus Notes Traveler 8.0.1.3 All All All

Application Ibm Lotus Notes Traveler 8.5.0.0 All All All

Application Ibm Lotus Notes Traveler 8.5.0.1 All All All

Application Ibm Lotus Notes Traveler 8.0 All All All

Application Ibm Lotus Notes Traveler 8.0.1 All All All

Application Ibm Lotus Notes Traveler 8.0.1.2 All All All

Application Ibm Lotus Notes Traveler 8.0.1.3 All All All

Application Ibm Lotus Notes Traveler 8.5.0.0 All All All

Application Ibm Lotus Notes Traveler 8.5.0.1 All All All

Application Ibm Lotus Notes Traveler All All All All
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Lotus Notes Traveler 851 FP3 Release Notes CONFIRM www-10.lotus.com

LO46561: MAXIMUM NUMBER OF MEMORY SEGMENTS USED BY TRAVELER AIXAPAR www-1.ibm.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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