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Summary

CVE CVE-2010-4574

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2010-12-22 01:00:00 UTC

Updated 2020-07-31 11:18:00 UTC

Description The Pickle::Pickle function in base/pickle.cc in Google Chrome before 8.0.552.224 and Chrome OS before 8.0.552.343 on 64-bit Linux platforms does not properly perform pointer arithmetic, which allows remote attackers to bypass message deserialization validation, and cause a denial of service or possibly have unspecified other impact, via invalid pickle data.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

Application Google Chrome All All All All

Operating System Google Chrome Os All All All All

Operating System Google Chrome Os All All All All

Operating System Linux Linux Kernel - All All All

Operating System Linux Linux Kernel - All All All

References

Reference Source Link

Google Chrome Releases: Stable, Beta Channel Updates CONFIRM googlechromereleases.blogspot.com

Google Chrome prior to 8.0.552.224 Multiple Security Vulnerabilities BID www.securityfocus.com

Gentoo Linux Documentation -- Chromium: Multiple vulnerabilities GENTOO www.gentoo.org

[chrome] Revision 68033 CONFIRM src.chromium.org

Repository / Oval Repository OVAL oval.cisecurity.org

Issue 56449 - chromium - Crash in Pickle::ReadInt in net::HttpResponseInfo::InitFromPickle - Project Hosting on Google Code CONFIRM code.google.com

Gentoo update for chromium - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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