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Heap-based buffer overflow in the sgl_prepare_where function (contrib/mod_sql.c) in ProFTPD before 1.3.3d, when mod_s

Risk And Classification

Problem Types: CWE-119
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[SECURITY] Fedora 14 Update: proftpd-1.3.3d-1.fc14

ProFTPD 'mod_sql' Remote Heap Based Buffer Overflow Vulnerability

Debian -- Security Information -- DSA-2191-1 proftpd-dfsg

[SECURITY] Fedora 13 Update: proftpd-1.3.3d-1.fc13

Bug 670170 — CVE-2010-4652 ProFTPD (mod_sql): Heap-based buffer overflow by processing certain usernames, when mod_sqgl module en
.:: Phrack Magazine :.

Bug 3536 — mod_sql has insufficient bounds checking in sql_prepare_where() function
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Support / Security / Advisories / / MDVSA-2011:023 | Mandriva

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

404 Not Found

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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