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CVE-2010-4699

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNGAIPAN Certain versions of Php from Php contain the following vulnerability:

The iconv_mime_decode_headers function in the Iconv extension in
PHP before 5.3.4 does not properly handle encodings that are
unrecognized by the iconv and mbstring (aka Multibyte String)
implementations, which allows remote attackers to trigger an
incomplete output array, and possibly bypass spam detection or have
unspecified other impact, via a crafted Subject header in an e-mail
message, as demonstrated by the ks_c_5601-1987 character set.

CVE-2010-4699 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: (SEMEDIN] |

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Decoding from unknown charsets (inc. ks_c_5601-1987) 2) MLIST [php-general] 20070410 Decoding from
unknown charsets (inc. ks_c_5601-1987)

Not Archived

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:12393

text/html

PHP :: Bug #52941 :: The CONFIRM bugs.php.net/52941
'iconv_mime_decode_headers' function is skipping
headers

IBM X-Force Exchange € XF php-iconvmimedecodeheaders-sec-
bypass(64963)
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PHP: PHP 5 Changelog [ www.php.net | CONFIRM www.php.net/Changelog-5.php

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 1.0 All All All
Application Php Php 2.0 All All All
Application Php Php 2.0b10 All All All
Application Php Php 3.0 All All All
Application Php Php 3.0.1 All All All
Application Php Php 3.0.10 All All All
Application Php Php 3.0.11 All All All
Application Php Php 3.0.12 All All All
Application Php Php 3.0.13 All All All
Application Php Php 3.0.14 All All All
Application Php Php 3.0.15 All All All
Application Php Php 3.0.16 All All All
Application Php Php 3.0.17 All All All
Application Php Php 3.0.18 All All All
Application Php Php 3.0.2 All All All
Application Php Php 3.0.3 All All All
Application Php Php 3.04 All All All
Application Php Php 3.05 All All All
Application Php Php 3.0.6 All All All
Application Php Php 3.0.7 All All All
Application Php Php 3.0.8 All All All
Application Php Php 3.0.9 All All All
Application Php Php 4.0 All All All
Application Php Php 4.0 betal All All
Application Php Php 4.0 beta2 All All

Application Php Php 4.0 beta3 All All
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e V)
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5.0.5
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

cpe:2.3:a:php:php:1

Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php

Php

akLk kKK LKk,

cpe:2.3:a:php:php:2.0:% "

cpe:2.3:a:php:php:3.0:* " "

cpe:2.3:a:php:php:3.0.1: "

dk Lk k kR akak.

cpe:2.3:a:php:php:3.0.10: " "

dkak kR ok akuk.

cpe:2.3:a:php:php:3.0.12:

LRk kR Rk k.

cpe:2.3:a:php:php:3.0.13:*

cpe:2.3:a:php:php:3.0.14:

LRk kR ok akak.

cpe:2.3:a:php:php:3.0.15:

LRk kR akakak.

cpe:2.3:a:php:php:3.0.16:* "

LRk ak kR akak.

cpe:2.3:a:php:php:3.0.17:
cpe:2.3:a:php:php:3.0.18: "
cpe:2.3:a:php:php:3.0.2:*
cpe:2.3:a:php:php:3.0.3:* "
cpe:2.3:a:php:php:3.0.4: %" "

cpe:2.3:a:php:php:3.0.5: %" "™

cpe:2.3:a:php:php:3.0.6:*:****

Php
Php
Php
Php
Php
Php
Php
Php
Php
Php
Php

Php

523

5.2.4

524

525

5.2.6

5.2.7

5.2.8
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5.3.0

5.3.1

5.3.2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

windows

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php

cpe:2.3:a:php:php:3.0.7: %" "

cpe:2.3:a:php:php:3.0.8: %" "

cpe:2.3:a:php:php:3.0.9: " "™

cpe:2.3:a:php:php:4.0:*:" "

cpe:2.3:a:php:php:4.0.0:* % "

cpe:2.3:a:php:php:4.0.1:* %

cpe:2.3:a:php:php:4.0.2:%* "

cpe:2.3:a:php:php:4.0.3:* "

cpe:2.3:a:php:php:4.0.4:*

cpe:2.3:a:php:php:4.0.5: "

cpe:2.3:a:php:php:4.0.6:* "

cpe:2.3:a:php:php:4.0.7:

cpe:2.3:a:php:php:4.1.0:"

cpe:2.3:a:php:php:4.1.1

cpe:2.3:a:php:php:4.1.2:%

cpe:2.3:a:php:php:4.2.0:*

cpe:2.3:a:php:php:4.2.1 %

cpe:2.3:a:php:php:4.2.2:*

cpe:2.3:a:php:php:4.2.3:*

cpe:2.3:a:php:php:4.3.0:*

cpe:2.3:a:php:php:4.3.1:

dkakak ok akakak.

cpe:2.3:a:php:php:4.3.10: """



cpe:2.3:a:php:php:4.3.2: %" "

cpe:2.3:a:php:php:4.3.3: %" "

cpe:2.3:a:php:php:4.3.4: % ="

cpe:2.3:a:php:php:4.3.5: %" %"

cpe:2.3:a:php:php:4.3.6: %" "

cpe:2.3:a:php:php:4.3.7: %" "

cpe:2.3:a:php:php:4.3.8:* % "

cpe:2.3:a:php:php:4.3.9:* % "

cpe:2.3:a:php:php:4.4.0:* % "

cpe:2.3:a:php:php:4.4.1:* %

cpe:2.3:a:php:php:4.4.2:% x>

cpe:2.3:a:php:php:4.4.3:* % "

cpe:2.3:a:php:php:4.4.4: =

cpe:2.3:a:php:php:4.4.5: %

cpe:2.3:a:php:php:4.4.6:" "

cpe:2.3:a:php:php:4.4.7: %

cpe:2.3:a:php:php:4.4.8: "

cpe:2.3:a:php:php:4.4.9: "

cpe:2.3:a:php:php:5.0.0:*:

Skkkakakuk.

cpe:2.3:a:php:php:5.0.0:betat:**:**:*:*:

Skak ok ak Lk uk,

cpe:2.3:a:php:php:5.0.0:beta2:*:*:*:*:*:*:

Skukakak ok ak,

cpe:2.3:a:php:php:5.0.0:betad:*:*:**:*:*:

Skk ok kR ok,

cpe:2.3:a:php:php:5.0.0:betad:*:*:**:*:*:

Skk ok ak ok uk,

cpe:2.3:a:php:php:5.0.0:rct

Skakakakakak,

cpe:2.3:a:php:php:5.0.0:rc2:*:*:*:*:*:*:
cpe:2.3:a:php:php:5.0.0:re3:*: "%
cpe:2.3:a:php:php:5.0.1: %" "™

cpe:2.3:a:php:php:5.0.2: %" "
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cpe:2.3:a:php:php:5.0.4:" %" %"

cpe:2.3:a:php:php:5.0.5: %" %"

cpe:2.3:a:php:php:5.1.0: " "

cpe:2.3:a:php:php:5.1.1: %

cpe:2.3:a:php:php:5.1.2: %" "

cpe:2.3:a:php:php:5.1.3: %"

cpe:2.3:a:php:php:5.1.4:* % "

cpe:2.3:a:php:php:5.1.5:% %"

cpe:2.3:a:php:php:5.1.6:* % "

cpe:2.3:a:php:php:5.2.0:** "

cpe:2.3:a:php:php:5.2.1:*** "%

dk Lk akkakakak.

cpe:2.3:a:php:php:5.2.10: % ™

dkak Lk k ok akuk.

cpe:2.3:a:php:php:5.2.11

dk Lk k kR akuk.

cpe:2.3:a:php:php:5.2.12: "

Lk Lk ak Lk akakuk.

cpe:2.3:a:php:php:5.2.13: " "

dk Lk ak Lk akakak.

cpe:2.3:a:php:php:5.2. 14

dkak kR Lk akak.

cpe:2.3:a:php:php:5.2.15: "

Lk Lk ak kR Lk ak.

cpe:2.3:a:php:php:5.2.16: """
cpe:2.3:a:php:php:5.2.1 7
cpe:2.3:a:php:php:5.2.2:**
cpe:2.3:a:php:php:5.2.3:* """
cpe:2.3:a:php:php:5.2.4:**
cpe:2.3:a:php:php:5.2.4::windows:*:*:*:*:*:
cpe:2.3:a:php:php:5.2.5:****
cpe:2.3:a:php:php:5.2.6:* """
cpe:2.3:a:php:php:5.2.7: %" "™

cpe:2.3:a:php:php:5.2.8: %" "™

cpe:2.3:a:php:php:5.2.9: " "™



cpe:2.3:a:php:php:5.3.0: %" "™
cpe:2.3:a:php:php:5.3.1: %" "™
cpe:2.3:a:php:php:5.3.2: %" %"
cpe:2.3:a:php:php:1.0:*" "
cpe:2.3:a:php:php:2.0:*:" "
cpe:2.3:a:php:php:3.0:%:* %"
cpe:2.3:a:php:php:3.0.1: % "
cpe:2.3:a:php:php:3.0.10: " ™

R

cpe:2.3:a:php:php:3.0.11: % ™

dkkakkakakuk.

cpe:2.3:a:php:php:3.0.12:%:% ™

dk Lk ak Lk akakak.

cpe:2.3:a:php:php:3.0.13:*:%: ™
cpe:2.3:a:php:php:3.0. 14 %

cpe:2.3:a:php:php:3.0.15: "

dkk Lk k ok akuk.

cpe:2.3:a:php:php:3.0.16: " " ™

dk Lk ak kR akak.

cpe:2.3:a:php:php:3.0.17:

dkakk kR akak.

cpe:2.3:a:php:php:3.0.18: "

cpe:2.3:a:php:php:3.0.2:* "

cpe:2.3:a:php:php:3.0.3:*: "

cpe:2.3:a:php:php:3.0.4:*:

cpe:2.3:a:php:php:3.0.5:" "

cpe:2.3:a:php:php:3.0.6:*:* "

cpe:2.3:a:php:php:3.0.7:* "

cpe:2.3:a:php:php:3.0.8:*: "

cpe:2.3:a:php:php:3.0.9:**** "

KKk kR kK,

cpe:2.3:a:php:php:4.0:*:

ckak Lk Kk ok,

cpe:2.3:a:php:php:4.0:betat:*:**:*:*:*:



cpe:2.3:a:php:php:4.0.0:" %"

cpe:2.3:a:php:php:4.0.1: "

cpe:2.3:a:php:php:4.0.2: %" "

cpe:2.3:a:php:php:4.0.3:** "

cpe:2.3:a:php:php:4.0.4:** "

cpe:2.3:a:php:php:4.0.5:* % "

cpe:2.3:a:php:php:4.0.6:** "

cpe:2.3:a:php:php:4.0.7:**x "

cpe:2.3:a:php:php:4.1.0:** %

cpe:2.3:a:php:php:4.1.1:* %

cpe:2.3:a:php:php:4.1.2: "

cpe:2.3:a:php:php:4.2.0:*

cpe:2.3:a:php:php:4.2.1 =

cpe:2.3:a:php:php:4.2.2: "

cpe:2.3:a:php:php:4.2.3: % ™

cpe:2.3:a:php:php:4.3.0:*

cpe:2.3:a:php:php:4.3.1 "

dkak kR ok akak.

cpe:2.3:a:php:php:4.3.10:
cpe:2.3:a:php:php:4.3.1 1 e
cpe:2.3:a:php:php:4.3.2:*
cpe:2.3:a:php:php:4.3.3:* "
cpe:2.3:a:php:php:4.3.4:*
cpe:2.3:a:php:php:4.3.5:"
cpe:2.3:a:php:php:4.3.6:" %" %"
cpe:2.3:a:php:php:4.3.7: %" "

cpe:2.3:a:php:php:4.3.8: %" "



cpe:2.3:a:php:php:4.3.9: %" "

cpe:2.3:a:php:php:4.4.0: %"

cpe:2.3:a:php:php:4.4.1: = =

cpe:2.3:a:php:php:4.4.2: %"= "

cpe:2.3:a:php:php:4.4.3: % ="

cpe:2.3:a:php:php:4.4.4: %

cpe:2.3:a:php:php:4.4.5:* % "

cpe:2.3:a:php:php:4.4.6:***":

cpe:2.3:a:php:php:4.4. 7% "

cpe:2.3:a:php:php:4.4.8: % "

cpe:2.3:a:php:php:4.4.9:*** "

cpe:2.3:a:php:php:5.0.0:* % "

Skk Lk uk k.

cpe:2.3:a:php:php:5.0.0:betat:*:*:*:*:*:*:

Skk Lk k Lk uk,

cpe:2.3:a:php:php:5.0.0:rct

Skk Lk ukkuk.

cpe:2.3:a:php:php:5.0.0:rc2:*:*:*:**:*:

Skk Lk akkuk.

cpe:2.3:a:php:php:5.0.0:rc3: " "%

cpe:2.3:a:php:php:5.0.1:*

cpe:2.3:a:php:php:5.0.2:* %

cpe:2.3:a:php:php:5.0.3:* "

cpe:2.3:a:php:php:5.0.4:*

cpe:2.3:a:php:php:5.0.5:*

cpe:2.3:a:php:php:5.1.0:*

cpe:2.3:a:php:php:5.1.1 7

cpe:2.3:a:php:php:5.1.2: %" "™

cpe:2.3:a:php:php:5.1.3: %" "™



cpe:2.3:a:php:php:5.1.4: %"=
cpe:2.3:a:php:php:5.1.5: %" "™
cpe:2.3:a:php:php:5.1.6:" %" %"
cpe:2.3:a:php:php:5.2.0: %" "
cpe:2.3:a:php:php:5.2.1: %" ™

cpe:2.3:a:php:php:5.2.10: """

dkkakkakakak.

cpe:2.3:a:php:php:5.2.12:%:% ™

dkk Lk kkakk

cpe:2.3:a:php:php:5.2.13:%:"* ™

dkkak Lk akakuk.

cpe:2.3:a:php:php:5.2.14:*:** ™

I

cpe:2.3:a:php:php:5.2.15: % ™

dkkakkakakak.

cpe:2.3:a:php:php:5.2.16:*:*:* ™
cpe:2.3:a:php:php:5.2.17:% % ™
cpe:2.3:a:php:php:5.2.2: "™
cpe:2.3:a:php:php:5.2.3: "™
cpe:2.3:a:php:php:5.2.4: ™
cpe:2.3:a:php:php:5.2.4:*:windows:*:*:*:*:*:
cpe:2.3:a:php:php:5.2.5: "™
cpe:2.3:a:php:php:5.2.6:* "
cpe:2.3:a:php:php:5.2. 7"
cpe:2.3:a:php:php:5.2.8:* " "
cpe:2.3:a:php:php:5.2.9:* ¥
cpe:2.3:a:php:php:5.3.0:*
cpe:2.3:a:php:php:5.3.1 "

cpe:2.3:a:php:php:5.3.2:*

No vendor comments have been submitted for this CVE
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