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Cross-site scripting (XSS) vulnerability in the addltem method in the Menu widget in YUI before 2.9.0 allows remote attacke
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Yahoo Yui 2.2.0 All All All
Yahoo Yui 222 All All All
Yahoo Yui 2.3.0 All All All
Yahoo Yui 2.3.1 All All All
Yahoo Yui 2.4.0 All All All
Yahoo Yui 2.4.1 All All All
Yahoo Yui 2.5.0 All All All
Yahoo Yui 2.5.1 All All All
Yahoo Yui 25.2 All All All
Yahoo Yui 2.6.0 All All All
Yahoo Yui 2.7.0 All All All
Yahoo Yui 2.8.0 All All All
Yahoo Yui 2.8.1 All All All
Yahoo Yui 2.8.1 pri All All
Yahoo Yui 2.2.0 All All All
Yahoo Yui 222 All All All
Yahoo Yui 2.3.0 All All All
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IBM X-Force Exchange
CVE Program record

NVD vulnerability detail

/]

YUI Library :: Forums :: View topic - watch out for stored XSS when using default formatters

#2529228 doc: Default formatters in autocomplete allow for stored XSS :: YUI 2 :: YUI Library

Source

MISC

MISC

#2529231 Potential security issue should be documented: addltem() accepts HTML, not text :: YUI 2 :: YUI Library CONFIRM

XF

CVE.ORG

NVD

Link

yuilibrary.cc
yuilibrary.cc
yuilibrary.cc
exchange.x
www.cve.or

nvd.nist.go\

SRR

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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