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CVE-2010-4715

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCRINAN Certain versions of Groupwise from Novell contain the following
’ vulnerability:

Multiple directory traversal vulnerabilities in the (1) WebAccess Agent
and (2) Document Viewer Agent components in Novell GroupWise
before 8.02HP allow remote attackers to read arbitrary files via
unspecified vectors. NOTE: some of these details are obtained from
third party information.

CVE-2010-4715 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

GroupWise 8.0.2 Hot Patch Ships! | Facebook @) CONFIRM www.facebook.com/note.php?note_id=477865030928

Novell GroupWise Multiple Vulnerabilities - ){ SECUNIA 40820

Secunia.com
text/html

Access Denied (%) CONFIRM bugzilla.novell.com/show_bug.cgi?id=638646

texthtml)|
Access Denied {2y CONFIRM bugzilla.novell.com/show_bug.cgi?id=638644

ot CONFIRM www.novell.com/support/viewContent.do?
externalld=7007156&sliceld=1



https://cve.report/
https://cve.report/CVE-2010-4715/mitre
https://cve.report/CVE-2010-4715/nist
https://cve.report/CVE-2010-4715/cve_org
https://cve.report/CVE-2010-4715.pdf
http://cve.report/software/novell/groupwise
http://cve.report/vendor/novell
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.facebook.com/note.php?note_id=477865030928
https://web.archive.org/web/2010/http://secunia.com/advisories/40820
https://bugzilla.novell.com/show_bug.cgi?id=638646
https://bugzilla.novell.com/show_bug.cgi?id=638644
http://www.novell.com/support/viewContent.do?externalId=7007156&sliceId=1

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Novell Groupwise 4.1 All All All
Application Novell Groupwise 4.1a All All All
Application Novell Groupwise 5.0 All All All
Application Novell Groupwise 5.1 All All All
Application Novell Groupwise 5.2 All All All
Application Novell Groupwise 5.5 All All All
Application Novell Groupwise 5.5 All enhancement_pack All
Application Novell Groupwise 5.57e All All All
Application Novell Groupwise 6.0 All All All
Application Novell Groupwise 6.0 spi All All
Application Novell Groupwise 6.0 sp5 All All
Application Novell Groupwise 6.0.1 spi All All
Application Novell Groupwise 6.5 All All All
Application Novell Groupwise 6.5 spi All All
Application Novell Groupwise 6.5 sp2 All All
Application Novell Groupwise 6.5 sp3 All All
Application Novell Groupwise 6.5 sp4 All All
Application Novell Groupwise 6.5 sp5 All All
Application Novell Groupwise 6.5 sp6 All All
Application Novell Groupwise 6.5.2 All All All
Application Novell Groupwise 6.5.3 All All All
Application Novell Groupwise 6.5.4 All All All
Application Novell Groupwise 6.5.6 All All All
Application Novell Groupwise 6.5.7 All All All
Application Novell Groupwise 7.0 All All All
Application Novell Groupwise 7.0.1 All All All

Application Novell Groupwise 7.0.2 All All All
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Application Novell Groupwise All All All All

cpe:2.3:a:novell:groupwise:4.1:* > "

cpe:2.3:a:novell:groupwise:5.0:*: " "

cpe:2.3:a:novell:groupwise:5.1:*: """

akLkuk ok k Kk,

cpe:2.3:a:novell:groupwise:5.2:*: """

ARk koK kukk,

cpe:2.3:a:novell:groupwise:5.5:%:":* "

Ak kLK LK LK,

cpe:2.3:a:novell:groupwise:5.5:*:enhancement_pack:*:*:*:*:*:

cpe:2.3:a:novell:groupwise:6.0:*:":**:*
akakokakakok.

cpe:2.3:a:novell:groupwise:6.0:sp1: "%

akLkLkakuk k.

cpe:2.3:a:novell:groupwise:6.0:sp5:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:novell:groupwise:6.0.1:sp1:*:**

kKR oKk Rk,

cpe:2.3:a:novell:groupwise:6.5:*: """

akakkokukk.

cpe:2.3:a:novell:groupwise:6.5:sp1: " "™

Kk kKR k.

cpe:2.3:a:novell:groupwise:6.5:sp2:*:*:*:*:*:*:

kKR akukuk.

cpe:2.3:a:novell:groupwise:6.5:sp3:*: " :*:

KRk okakuk.

cpe:2.3:a:novell:groupwise:6.5:sp4:*: " :*:

Kakukakukuk.

cpe:2.3:a:novell:groupwise:6.5:sp6:*:*:**:*:*:

cpe:2.3:a:novell:groupwise:6.5.2:**:* " "

cpe:2.3:a:novell:groupwise:6.5.3:*** " "

cpe:2.3:a:novell:groupwise:6.5.4:*** " "

cpe:2.3:a:novell:groupwise:6.5.6:*** " "

cpe:2.3:a:novell:groupwise:6.5.7:*** " "1

dkak koK kR k.

cpe:2.3:a:novell:groupwise:7.0:*:**: %"

cpe:2.3:a:novell:groupwise:7.0.1:" 7 "%

cpe:2.3:a:novell:groupwise:7.0.2:%:** "%

cpe:2.3:a:novell:groupwise:7.0.3:":*:* "%


http://cve.report/vendor/novell
http://cve.report/software/novell/groupwise

cpe:2.3:a:novell:groupwise:7.0.4:":** "

cpe:2.3:a:novell:groupwise:8.0:*: """

cpe:2.3:a:novell:groupwise:8.0.1:":* """

cpe:2.3:a:novell:groupwise:4.1:*: " "

akLkLk ok ak Kk,

cpe:2.3:a:novell:groupwise:5.0:*: " "

ARk koK Lkakk,

cpe:2.3:a:novell:groupwise:5.1:%:":

cpe:2.3:a:novell:groupwise:5.2:*: "

ARk kKKK k,

cpe:2.3:a:novell:groupwise:5.5:%: "

ARk kKK,

cpe:2.3:a:novell:groupwise:5.5:*:enhancement_pack:*:*:*:*:*:

akLk kR kLR k.

cpe:2.3:a:novell:groupwise:5.57e:*: "

ARk Lk ok Lkakk,

cpe:2.3:a:novell:groupwise:6.0:*:*:*

KRk okukuk.

cpe:2.3:a:novell:groupwise:6.0:sp1:*: " "™

Kk kKKK,

cpe:2.3:a:novell:groupwise:6.0.1:sp1:":* "

Akakk kKR k.

cpe:2.3:a:novell:groupwise:6.5:*:*: " *:

KRk akukuk.

cpe:2.3:a:novell:groupwise:6.5:sp1:*: """

KRk akukuk.

cpe:2.3:a:novell:groupwise:6.5:sp2:*:*:**:*:*:

Kakuk kR k.

cpe:2.3:a:novell:groupwise:6.5:spd:*:*:**:*:*:

KRk kR k.

cpe:2.3:a:novell:groupwise:6.5:sp5:*:*:**:*:*:
cpe:2.3:a:novell:groupwise:6.5:5p6:**:**:*:*:
cpe:2.3:a:novell:groupwise:6.5.2:*** " *:*:
cpe:2.3:a:novell:groupwise:6.5.3:*:** " "
cpe:2.3:a:novell:groupwise:6.5.4:*** " "
cpe:2.3:a:novell:groupwise:6.5.6:*:*:* " *:*:*:

cpe:2.3:a:novell:groupwise:6.5.7:"** "%

cpe:2.3:a:novell:groupwise:7.0:*:* " "



cpe:2.3:a:novell:groupwise:7.0.1:" "%
cpe:2.3:a:novell:groupwise:7.0.2:*:*:* " ™
cpe:2.3:a:novell:groupwise:7.0.3:":*: " ™
cpe:2.3:a:novell:groupwise:7.0.4:":* "
cpe:2.3:a:novell:groupwise:8.0:*: " "

cpe:2.3:a:novell:groupwise:8.0.1:":* " ™

cpe:2.3:a:novell:groupwise:™:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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