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Summary

CVE CVE-2010-4754

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-03-02 20:00:00 UTC

Updated 2026-04-29 01:13:23 UTC

Description The glob implementation in libc in FreeBSD 7.3 and 8.1, NetBSD 5.0.2, and OpenBSD 4.7, and Libsystem in Apple Mac OS X before 10.6.8, allows remote authenticated users to cause a denial of service (CPU and memory consumption) via crafted glob expressions that do not match any pathnames, as demonstrated by glob expressions in STAT commands to an FTP daemon, a different vulnerability than CVE-2010-2632.

Risk And Classification

Primary CVSS: v2.0 4 from nvd@nist.gov

AV:N/AC:L/Au:S/C:N/I:N/A:P

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:S/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Operating System Freebsd Freebsd 7.3 All All All

Access Vector

Network

Access Complexity

Low

Authentication

Single

Confidentiality

None

Integrity

None

Availability

Partial
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https://cve.report/CVE-2010-4754.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x


Operating System Freebsd Freebsd 7.3 All All All

Operating System Freebsd Freebsd 8.1 All All All

Operating System Netbsd Netbsd 5.0.2 All All All

Operating System Openbsd Openbsd 4.7 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

bsd ftpd (libc/glob) resource exhaustion - SecurityReason.com af854a3a-2127-422b-91ae-364da2661108

CVS log for src/lib/libc/gen/glob.3 af854a3a-2127-422b-91ae-364da2661108

About the security content of Mac OS X v10.6.8 and Security Update 2011-004 - Apple Support af854a3a-2127-422b-91ae-364da2661108

APPLE-SA-2011-06-23-1 Mac OS X v10.6.8 and Security Update 2011-004 af854a3a-2127-422b-91ae-364da2661108

PoC for multiple vendors ftpd (libc/glob) resource exhaustion [CVE-2010-2632] - ExploitAlert - SecurityReason.com af854a3a-2127-422b-91ae-364da2661108

ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2010-008.txt.asc af854a3a-2127-422b-91ae-364da2661108

All about me - Maksymilian Arciemowicz - cxib.net af854a3a-2127-422b-91ae-364da2661108

CVS log for src/lib/libc/gen/glob.c af854a3a-2127-422b-91ae-364da2661108

Multiple Vendors libc/glob(3) resource exhaustion (+0day remote ftpd-anon) ( Research Advisory ) - SecurityReason.com af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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