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AVNACUAUSICNINAP Certain versions of Freebsd from Freebsd contain the following
’ vulnerability:

The (1) remote_glob function in sftp-glob.c and the (2) process_put
function in sftp.c in OpenSSH 5.8 and earlier, as used in FreeBSD 7.3
and 8.1, NetBSD 5.0.2, OpenBSD 4.7, and other products, allow
remote authenticated users to cause a denial of service (CPU and
memory consumption) via crafted glob expressions that do not match
any pathnames, as demonstrated by glob expressions in SSH_FXP_STAT requests to an sftp
daemon, a different vulnerability than CVE-2010-2632.

CVE-2010-4755 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

NETWORK LOW
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

CVS log for src/crypto/dist/ssh/Attic/sftp-glob.c () CONFIRM cvsweb.netbsd.org/cgi-
bin/cvsweb.cgi/src/crypto/dist/ssh/Attic/sftp-
glob.c#rev1.13.12.1

Multiple Vendors libc/glob(3) resource exhaustion (+0day SREASONRES 20101007 Multiple Vendors
remote ftpd-anon) ( Research Advisory ) - libc/glob(3) resource exhaustion (+0day remote ftpd-
SecurityReason.com anon)

bsd ftpd (libc/glob) resource exhaustion - SREASON 8116

SecurityReason.com

() NETBSD NetBSD-SA2010-008


https://cve.report/
https://cve.report/CVE-2010-4755/mitre
https://cve.report/CVE-2010-4755/nist
https://cve.report/CVE-2010-4755/cve_org
https://cve.report/CVE-2010-4755.pdf
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cvsweb.netbsd.org/cgi-bin/cvsweb.cgi/src/crypto/dist/ssh/Attic/sftp-glob.c#rev1.13.12.1
http://securityreason.com/achievement_securityalert/89
http://securityreason.com/securityalert/8116
https://cve.report/CVE-2010-4755/c4519677

ftp.netbsd.org

CVS log for src/crypto/dist/ssh/Attic/sftp.c [ Patch | (7) CONFIRM cvsweb.netbsd.org/cgi-
bin/cvsweb.cgi/src/crypto/dist/ssh/Attic/sftp.c#revi.21.6.1

PoC for multiple vendors ftpd (libc/glob) resource | Exploit | MISC securityreason.com/exploitalert/9223
exhaustion [CVE-2010-2632] - ExploitAlert -
SecurityReason.com

All about me - Maksymilian Arciemowicz - cxib.net [ Exploit | MISC cxib.net/stuff/glob-0day.c

X3

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Freebsd Freebsd 7.3 All All All
System

Operating Freebsd Freebsd 8.1 All All All
System

Operating Freebsd Freebsd 7.3 All All All
System

Operating Freebsd Freebsd 8.1 All All All
System

Operating Netbsd Netbsd 5.0.2 All All All
System

Operating Netbsd Netbsd 5.0.2 All All All
System

Operating Openbsd Openbsd 4.7 All All All
System

Operating Openbsd Openbsd 4.7 All All All
System

Application Openbsd Openssh 1.2 All All All
Application Openbsd Openssh 1.2.1 All All All
Application Openbsd Openssh 1.2.2 All All All
Application Openbsd Openssh 1.2.27 All All All
Application Openbsd Openssh 1.2.3 All All All
Application Openbsd Openssh 1.3 All All All
Application Openbsd Openssh 1.5 All All All

Application Openbsd Openssh 1.5.7 All All All
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Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

cpe:2.3:0:freebsd:freebsd:7.3:*: " ™

cpe:2.3:0:freebsd:freebsd:8.1

cpe:2.3:0:freebsd:freebsd:7.3:*:*

cpe:2.3:0:freebsd:freebsd:8.1

cpe:2.3:0:netbsd:netbsd:5.0.2:*:** " :*:

cpe:2.3:0:netbsd:netbsd:5.0.2:*:*:**:*:*:*:

Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd
Openbsd

Openbsd

I

dkukakkkakak.

Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh
Openssh

Openssh

cpe:2.3:0:0penbsd:openbsd:4.7:*:*

cpe:2.3:0:0penbsd:openbsd:4.7

dkakak kR akuk.

cpe:2.3:a:0penbsd:openssh:1.2::*** %

cpe:2.3:a:openbsd:openssh:1.2.1:% %

cpe:2.3:a:openbsd:openssh:1.2.2:%:

cpe:2.3:a:openbsd:openssh:1.2.3:*

cpe:2.3:a:openbsd:openssh:1.3

LRk kR ok akak.

cpe:2.3:a:openbsd:openssh:1.5:%:

cpe:2.3:a:openbsd:openssh:1.5. 7 %

cpe:2.3:a:openbsd:openssh:1.5.8

cpe:2.3:a:openbsd:openssh:2.

cpe:2.3:a:openbsd:openssh:2.1.1

dkak kKRR k.

dkakak ok akakak.

dkak koK ok Rk,

cpe:2.3:a:openbsd:openssh:2.2:*:*: %" *:*:

LA A ek ke ok ok

4.9
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All

All
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Ccpe:z.s:a:openpsa:openssnizZ.g:miminirinininl

cpe:2.3:a:openbsd:openssh:2.3.1:% "%

cpe:2.3:a:openbsd:openssh:2.5::*:* " *:*:

cpe:2.3:a:openbsd:openssh:2.5.1:%:" "

cpe:2.3:a:openbsd:openssh:2.5.2:%:":* %

dkkakkakakak.

cpe:2.3:a:o0penbsd:openssh:2.9::** "%

cpe:2.3:a:0penbsd:openssh:2.9.9:%:"

dkukak ok akakk.

cpe:2.3:a:0penbsd:openssh:2.9.9p2:*:* " "

dkukakkakakak.

cpe:2.3:a:openbsd:openssh:2.9p1: ™" ™

dkukakkakakak.

cpe:2.3:a:o0penbsd:openssh:2.9p2:*:*:*:***:*:

dkkakkakakuk.

cpe:2.3:a:0penbsd:openssh:3.0::** "

cpe:2.3:a:openbsd:openssh:3.0.1:%:*

cpe:2.3:a:openbsd:openssh:3.0.2:%:*

dkakk kR akk.

cpe:2.3:a:openbsd:openssh:3.0.2p1:**

cpe:2.3:a:openbsd:openssh:3.2:%:

cpe:2.3:a:openbsd:openssh:3.2.2:% %

dkak kR ok akak,

cpe:2.3:a:openbsd:openssh:3.2.3p1 s

LRk kR ok akak.

cpe:2.3:a:openbsd:openssh:3.3:*:

dkakakak ok akak.

cpe:2.3:a:openbsd:openssh:3.3p1:

dk Kk kR Rk,

cpe:2.3:a:openbsd:openssh:3.4:*:

cpe:2.3:a:openbsd:openssh:3.4p1

cpe:2.3:a:openbsd:openssh:3.5: %" *:*:

cpe:2.3:a:openbsd:openssh:3.6:*:*: "% *:



cpe:2.3:a:openbsd:openssh:3.6.1:%:" "%

cpe:2.3:a:openbsd:openssh:3.7:* """

cpe:2.3:a:openbsd:openssh:3.7.1: "

dkkak ok akakuk.

cpe:2.3:a:openbsd:openssh:3.7.1p2:** "

dkkak Lk akakuk.

cpe:2.3:a:openbsd:openssh:3.8::* " *:*:

cpe:2.3:a:openbsd:openssh:3.8.1: "

dkk Lk okakakk.

cpe:2.3:a:openbsd:openssh:3.8.1p1:*:* "

dkkak Lk akakak.

cpe:2.3:a:openbsd:openssh:3.9:: " :*:

cpe:2.3:a:0penbsd:openssh:3.9.1: "

dkak kR Lk akk,

cpe:2.3:a:openbsd:openssh:3.9.1p 1

cpe:2.3:a:openbsd:openssh:4.0:

dk Lk ak Lk akakak.

cpe:2.3:a:openbsd:openssh:4.0p1:*:** ™

dkakakak ok akk.

cpe:2.3:a:openbsd:openssh:4.1:*:*** %

Sk Lk k Lk akakak.

cpe:2.3:a:openbsd:openssh:4.1p1

LRk kR Lk akak.

cpe:2.3:a:openbsd:openssh:4.2:*:

Lk Lk ak Lk akakak.

cpe:2.3:a:openbsd:openssh:4.2p1:

dkuk kR ok akak.

cpe:2.3:a:openbsd:openssh:4.3:*:

dkakakk ok akak.

cpe:2.3:a:openbsd:openssh:4.3p2:*:***

dkak kR kR k.

cpe:2.3:a:openbsd:openssh:4.4:*:

dkukak kR akak.

cpe:2.3:a:openbsd:openssh:4.4p1

dk kR kR akak,

cpe:2.3:a:openbsd:openssh:4.5:*:*****:

cpe:2.3:a:openbsd:openssh:4.6:*:***:*:*:*:

cpe:2.3:a:openbsd:openssh:4.7:*:** " "



cpe:2.3:a:openbsd:openssh:4.8:*:*: %" *:*:
cpe:2.3:a:openbsd:openssh:4.9:* %" *:*:
cpe:2.3:a:openbsd:openssh:5.0:: % """
cpe:2.3:a:openbsd:openssh:5.1: %"
cpe:2.3:a:openbsd:openssh:5.2:*:** """
cpe:2.3:a:openbsd:openssh:5.3:* """
cpe:2.3:a:openbsd:openssh:5.4::*** "%
cpe:2.3:a:openbsd:openssh:5.5::** " *:*:
cpe:2.3:a:openbsd:openssh:5.6:: " *:*:
cpe:2.3:a:openbsd:openssh:5.7:*: %
cpe:2.3:a:openbsd:openssh:1.2::*** %
cpe:2.3:a:openbsd:openssh:1.2.1:%:*
cpe:2.3:a:openbsd:openssh:1.2.2:%:*
cpe:2.3:a:openbsd:openssh:1.2.27:*:*****:*:
cpe:2.3:a:openbsd:openssh:1.2.3:%:*
cpe:2.3:a:openbsd:openssh:1.3:*:* %
cpe:2.3:a:openbsd:openssh:1.5: % *:
cpe:2.3:a:openbsd:openssh:1.5.7:%:
cpe:2.3:a:openbsd:openssh:1.5.8:* "
cpe:2.3:a:openbsd:openssh:2.1:
cpe:2.3:a:openbsd:openssh:2.1. 1
cpe:2.3:a:openbsd:openssh:2.2:*:**
cpe:2.3:a:openbsd:openssh:2.3:*:
cpe:2.3:a:openbsd:openssh:2.3.1:*
cpe:2.3:a:openbsd:openssh:2.5:*:*****:
cpe:2.3:a:openbsd:openssh:2.5.1 % %
cpe:2.3:a:openbsd:openssh:2.5.2:%:*: %"

cpe:2.3:a:openbsd:openssh:2.9: "%

cpe:2.3:a:openbsd:openssh:2.9.9:%:*: %™



cpe:2.3:a:openbsd:openssh:3.0: """

cpe:2.3:a:openbsd:openssh:3.0.1:%:" ™

cpe:2.3:a:openbsd:openssh:3.0.1p1: "

cpe:2.3:a:openbsd:openssh:3.0.2:%:":*

cpe:2.3:a:openbsd:openssh:3.0.2p1: "

cpe:2.3:a:openbsd:openssh:3.0p1: ™" ™

cpe:2.3:a:0penbsd:openssh:3.1:*: " "

cpe:2.3:a:openbsd:openssh:3.1p1: " ™

cpe:2.3:a:0penbsd:openssh:3.2:: " :*:

cpe:2.3:a:0penbsd:openssh:3.2.2:%:*:****::

cpe:2.3:a:openbsd:openssh:3.2.2p1

cpe:2.3:a:openbsd:openssh:3.2.3p1

cpe:2.3:a:0penbsd:openssh:3.3::****:**:

cpe:2.3:a:openbsd:openssh:3.4: "

cpe:2.3:a:openbsd:openssh:3.4p1:

cpe:2.3:a:openbsd:openssh:3.5:%:

cpe:2.3:a:openbsd:openssh:3.5p1

cpe:2.3:a:openbsd:openssh:3.6:%:*****

cpe:2.3:a:openbsd:openssh:3.6.1:* "

cpe:2.3:a:openbsd:openssh:3.6.1p1: " ™

cpe:2.3:a:openbsd:openssh:3.6.1p2:*:****:*:*:

cpe:2.3:a:openbsd:openssh:3.7:*:****

cpe:2.3:a:openbsd:openssh:3.7.1:% "



cpe:2.3:a:openbsd:openssh:3.8:*:* """

cpe:2.3:a:openbsd:openssh:3.8.1: "

cpe:2.3:a:openbsd:openssh:3.9:* " *:

cpe:2.3:a:openbsd:openssh:3.9.1: "

dkkakokakakk.

cpe:2.3:a:0penbsd:openssh:3.9.1p1: "

O

cpe:2.3:a:openbsd:openssh:4.0:*:** " "

dkkakukakakak.

cpe:2.3:a:openbsd:openssh:4.0p1 ™" ™

O

cpe:2.3:a:openbsd:openssh:4.1:*:**x "

cpe:2.3:a:openbsd:openssh:4.3:

dk Lk ak Lk akakak.

cpe:2.3:a:0penbsd:openssh:4.3p1:

dk Kk Lk akakak.

cpe:2.3:a:openbsd:openssh:4.3p2:*:**:***:*:

cpe:2.3:a:openbsd:openssh:4.4:

cpe:2.3:a:openbsd:openssh:4.5: "

dk kR kR kR,

cpe:2.3:a:openbsd:openssh:4.6:*:*:*
cpe:2.3:a:openbsd:openssh:4.7:
cpe:2.3:a:openbsd:openssh:4.7p1
cpe:2.3:a:openbsd:openssh:4.8:*:*:**
cpe:2.3:a:openbsd:openssh:4.9:*:***
cpe:2.3:a:openbsd:openssh:5.0:*:**
cpe:2.3:a:openbsd:openssh:5.1:
cpe:2.3:a:openbsd:openssh:5.2:*:*** " %"

cpe:2.3:a:openbsd:openssh:5.3:*:*** "%

cpe:2.3:a:openbsd:openssh:5.4:*:* %% %%



cpe:2.3:a:openbsd:openssh:5.5::** " *:
cpe:2.3:a:openbsd:openssh:5.6::*: %" *:

cpe:2.3:a:openbsd:openssh:5.7:*:*** """

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—

© CVE.report 2023 B [/ |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/CVE-2010-4754
https://cve.report/CVE-2010-4756
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2010-4755
	CVSS2 Score: 4 - MEDIUM
	CVE References
	Known Affected Configurations (CPE V2.3)


