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CVE-2010-4767

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AUNACLAUNCNINAP Certain versions of Otrs from Otrs contain the following vulnerability:

Open Ticket Request System (OTRS) before 2.3.6 does not properly
handle e-mail messages in which the From line contains UTF-8
characters associated with diacritical marks and an invalid charset,
which allows remote attackers to cause a denial of service (duplicate
tickets and duplicate auto-responses) by sending a crafted message to
a POP3 mailbox.

CVE-2010-4767 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

3426 — Abort while processing mails with invalid charset messes > CONFIRM bugs.otrs.org/show_bug.cgi?
up POP3 mailbox handling id=3426

OTRS on github () CONFIRM

source.otrs.org/viewvc.cgi/otrs/ CHANGES?

(il revision=1.1807

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Thara ara mriireanths nAa NINe AaceonnintaAd with thie M\/E
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Known Affected Configurations (CPE V2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

cpe:2.3:a:otrs:otrs:0.5:betad

cpe:2.3:a:otrs:otrs:0.5:beta5

cpe:2.3:a:otrs:otrs:1.0:rc1

cpe:2.3:a:otrs:otrs:1.0:rc2

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

KLk Lk KLk k.

kKK akukk.

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

Otrs

220

2.2.0

220

2.2.0

221

222

2.2.3

224

2.2.5

2.2.6

2.2.7

228

2.2.9

23.0

2.3.0

2.3.0

2.3.0

2.3.0

2.3.1

23.2

2.3.3
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All

beta2

beta3

beta4

rcl

All

All

All

All

All

All

All

All

All

betat

beta2

beta3

beta4

rcl

All
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All

All

All

All

All

All

All

All
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All
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All
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All
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KKk kR k.

cpe:2.3:a:otrs:otrs:1.0:rc3:

cpe:2.3:a:otrs:otrs:1.0.0: "

cpe:2.3:a:otrs:otrs:1.0.1 " " e

cpe:2.3:a:otrs:otrs:1.0.2: "

Kk uk kR k.

cpe:2.3:a:otrs:otrs:1.1:rct "

SRk koK kK,

cpe:2.3:a:otrs:otrs:1.1.0:rct %
cpe:2.3:a:ofrs:otrs:1.1.0:rc2:* "%
cpe:2.3:a:ofrs:otrs:1.1. 1
cpe:2.3:a:ofrs:otrs:1.1.2: % %

cpe:2.3:a:otrs:otrs:1.1.3:* " e

cpe:2.3:a:otrs:otrs:1.1. 4 "

cpe:2.3:a:otrs:otrs:1.2.1 " ™

cpe:2.3:a:otrs:otrs:1.2.2:* %"

cpe:2.3:a:otrs:otrs:1.2.3: % "

cpe:2.3:a:otrs:otrs:1.2.4: %" 7

kKKK LKk,

cpe:2.3:a:otrs:otrs:1.3.0:betad:*:*:*:*:*:*:

cpe:2.3:a:otrs:otrs:1.3.1 % "

cpe:2.3:a:otrs:otrs:1.3.2:* % "

cpe:2.3:a:otrs:otrs:1.3.3: "

cpe:2.3:a:otrs:otrs:2.0.0:*: "

KKKk LKk,

cpe:2.3:a:otrs:otrs:2.0.0:betat:*:*:*:*:*:*:

KKk kKK,

cpe:2.3:a:otrs:otrs:2.0.0:beta2:*:*:*:*:*:*:



Kk kKKK,

cpe:2.3:a:otrs:otrs:2.0.0:betas:*:*:*:*:*:*:
cpe:2.3:a:otrs:otrs:2.0.0:betab:*:*:*:*:*:*:
cpe:2.3:a:otrs:otrs:2.0. 1
cpe:2.3:a:otrs:otrs:2.0.2:*
cpe:2.3:a:otrs:otrs:2.0.3:
cpe:2.3:a:otrs:otrs:2.0.4:
cpe:2.3:a:otrs:otrs:2.0.5: %

SRk kL kR k.

cpe:2.3:a:otrs:otrs:2.1.0:betat :*:*:**:*:*:

cpe:2.3:a:otrs:otrs:2.1. 1

cpe:2.3:a:otrs:otrs:2.1.2: %"

cpe:2.3:a:otrs:otrs:2.1.3: "%

cpe:2.3:a:otrs:otrs:2.1.4: %"

cpe:2.3:a:otrs:otrs:2.1.5: %"

cpe:2.3:a:otrs:otrs:2.1.6: %"

cpe:2.3:a:otrs:otrs:2.1.7: "%

cpe:2.3:a:otrs:otrs:2.1.8: """

cpe:2.3:a:otrs:otrs:2.1.9: " %"

kKK KKk,

cpe:2.3:a:otrs:otrs:2.2.0:betal3:":*:*:*:*:*:

KKKk LKLk,

cpe:2.3:a:otrs:otrs:2.2.0:betad:*:*:*:*:*:*:

cpe:2.3:a:otrs:otrs:2.2.1: "

cpe:2.3:a:0trs:otrs:2.2.2:% % "k

cpe:2.3:a:otrs:otrs:2.2.3:* % *

cpe:2.3:a:0trs:otrs:2.2.4: % **

cpe:2.3:a:otrs:otrs:2.2.5:



cpe:2.3:a:otrs:otrs:2.2.6:

cpe:2.3:a:0trs:otrs:2.2. 7% **

cpe:2.3:a:otrs:otrs:2.2.8:

cpe:2.3:a:otrs:otrs:2.2.9:

SRk kKKK,

cpe:2.3:a:otrs:otrs:2.3.0:betat :**: "

kK kKKK,

cpe:2.3:a:otrs:otrs:2.3.0:beta2:*:*:**:*:*:

Kk kL KRk,

cpe:2.3:a:otrs:otrs:2.3.0:betad *:*:**:*:*:
cpe:2.3:a:otrs:otrs:2.3.0:rct
cpe:2.3:a:otrs:otrs:2.3. 1
cpe:2.3:a:otrs:otrs:2.3.2: %" *

cpe:2.3:a:otrs:otrs:2.3.3: **F

cpe:2.3:a:otrs:otrs:2.3.4: %" *

akLk kK Lk k.

cpe:2.3:a:otrs:otrs:1.0:rc1 " ™

AkLk Lk akakk.

cpe:2.3:a:otrs:otrs:1.0:rc2:*:*:*:

cpe:2.3:a:otrs:otrs:1.0.0: "

cpe:2.3:a:otrs:otrs:1.0. 1 "

cpe:2.3:a:otrs:otrs:1.0.2:%* "



Kk kKKK,

cpe:2.3:a:otrs:otrs:1.1.0:rc1 %
cpe:2.3:a:otrs:otrs:1.1.0:rc2:*:*:*:**:*:
cpe:2.3:a:ofrs:otrs:1.1. 1 ™
cpe:2.3:a:ofrs:otrs:1.1.2:
cpe:2.3:a:ofrs:otrs:1.1.3: %
cpe:2.3:a:ofrs:otrs:1.1. 4

Kk kKKK,

cpe:2.3:a:otrs:otrs:1.2.0:betat :*:*:***:*:

Sk kKKK,

cpe:2.3:a:otrs:otrs:1.2.0:beta2:*:*:*:*:*:*:
cpe:2.3:a:otrs:otrs:1.2.0:betad:*:*:**:*:*:
cpe:2.3:a:ofrs:otrs:1.2. 1%
cpe:2.3:a:ofrs:otrs:1.2.2: % %

cpe:2.3:a:otrs:otrs:1.2.3: %"

cpe:2.3:a:otrs:otrs:1.2.4: "

cpe:2.3:a:otrs:otrs:1.3.1: " ™

cpe:2.3:a:otrs:otrs:1.3.2: " "

cpe:2.3:a:otrs:otrs:1.3.3: """

cpe:2.3:a:otrs:otrs:2.0.0: " "

Rk Lk LKLk Lk,

cpe:2.3:a:otrs:otrs:2.0.0:beta2:*:*:*:*:*:*:

ARk LK LKLk Lk,

cpe:2.3:a:otrs:otrs:2.0.0:betad:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:otrs:otrs:2.0.0:betas:*:*:*:*:*:*:
cpe:2.3:a:otrs:otrs:2.0.0:betab:™:*:*:*:*:*:
cpe:2.3:a:otrs:otrs:2.0.1: "

cpe:2.3:a:otrs:otrs:2.0.2:%*

cpe:2.3:a:otrs:otrs:2.0.3: "



cpe:2.3:a:otrs:otrs:2.0.4:

cpe:2.3:a:otrs:otrs:2.0.5:% %

kKKK kK,

cpe:2.3:a:otrs:otrs:2.1.0:betat :* " ™

KKKk kK.

cpe:2.3:a:otrs:otrs:2.1.0:beta2:*:*:*:*:*:*:

cpe:2.3:a:ofrs:otrs:2.1.1

cpe:2.3:a:ofrs:otrs:2.1.2:

cpe:2.3:a:ofrs:otrs:2.1.3:

cpe:2.3:a:ofrs:otrs:2.1. 4"

cpe:2.3:a:otrs:otrs:2.1.5: %

cpe:2.3:a:otrs:otrs:2.1.6: % %

cpe:2.3:a:otrs:otrs:2.1.7: % "

cpe:2.3:a:otrs:otrs:2.1.8: %"

cpe:2.3:a:otrs:otrs:2.1.9: % "

cpe:2.3:a:otrs:otrs:2.2. 1 "

cpe:2.3:a:otrs:otrs:2.2.2: "k

cpe:2.3:a:otrs:otrs:2.2.3: "

cpe:2.3:a:0trs:otrs:2.2.4: % "k

cpe:2.3:a:otrs:otrs:2.2.5: % "k

cpe:2.3:a:0trs:otrs:2.2.6:*: % "

cpe:2.3:a:0trs:otrs:2.2.7: % F

cpe:2.3:a:0trs:otrs:2.2.8:* % "k

cpe:2.3:a:0trs:otrs:2.2.9:* % *

kKK kKK,

cpe:2.3:a:otrs:otrs:2.3.0:betat:*:*:*:*:*:*:



cpe:2.3:a:otrs:otrs:2.3.0:beta2:*:*:*:*:*:*:
cpe:2.3:a:otrs:otrs:2.3.0:betal3:*:**:*:*:*:
cpe:2.3:a:otrs:otrs:2.3.0:betad **:***:*:
cpe:2.3:a:otrs:otrs:2.3.0:rct 7
cpe:2.3:a:otrs:otrs:2.3. 1
cpe:2.3:a:otrs:otrs:2.3.2:
cpe:2.3:a:otrs:otrs:2.3.3:
cpe:2.3:a:otrs:otrs:2.3.4:

cpe:2.3:a:ofrs:otrs:

No vendor comments have been submitted for this CVE
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