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CVE-2010-4821

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNIEPAN Certain versions of Phpmyfaqg from Phpmyfaq contain the following
’ vulnerability:

Cross-site scripting (XSS) vulnerability in phpMyFAQ before 2.6.9
allows remote attackers to inject arbitrary web script or HTML via the
PATH_INFO to index.php.

CVE-2010-4821 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

phpMyFAQ Multiple Cross-Site Scripting Vulnerabilities - Advisories - YU SECUNIA 41625

Community

Bugtraq: Fwd: 2.6.6 <= phpMyFAQ <= 2.6.8 XSS 3 I3 BUGTRAQ 20110928 Fwd:
2.6.6 <= phpMyFAQ <= 2.6.8 XSS

IBM X-Force Exchange € XF phpmyfag-unspecified-
xss(62092)
[Exploit @ MISC
dl.packetstormsecurity.net/1009-
exploits/phpmyfag268-xss.txt

oss-security - Re: CVE-request: phpMyFAQ index.php URI XSS ¢ > MLIST [oss-security] 20120308

text/html Re: CVE-reauest: phoMvFAQ


https://cve.report/
https://cve.report/CVE-2010-4821/mitre
https://cve.report/CVE-2010-4821/nist
https://cve.report/CVE-2010-4821/cve_org
https://cve.report/CVE-2010-4821.pdf
http://cve.report/software/phpmyfaq/phpmyfaq
http://cve.report/vendor/phpmyfaq
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2010/http://secunia.com/advisories/41625
http://seclists.org/bugtraq/2010/Sep/207
https://exchange.xforce.ibmcloud.com/vulnerabilities/62092
http://dl.packetstormsecurity.net/1009-exploits/phpmyfaq268-xss.txt
http://www.openwall.com/lists/oss-security/2012/03/08/7

index.php URI XSS

oss-security - CVE-request: phpMyFAQ index.php URI XSS ¢ > MLIST [oss-security] 20120308
CVE-request: phpMyFAQ
index.php URI XSS
(%) OSVDB 68268
phpMyFAQ homepage - open source FAQ system for PHP and () CONFIRM
MySQL, PostgreSQL and other databases | Security Advisory 2010-09- www.phpmyfag.de/advisory_2010-
28 09-28.php

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Phpmyfaq Phpmyfaq 1.0 All All All
Application Phpmyfaq Phpmyfaq 1.0.1 All All All
Application Phpmyfaq Phpmyfaq 1.0.1a All All All
Application Phpmyfaq Phpmyfaq 1.1.0 All All All
Application Phpmyfaq Phpmyfaq 1.11 All All All
Application Phpmyfaq Phpmyfaq 1.1.2 All All All
Application Phpmyfaq Phpmyfaq 1.1.3 All All All
Application Phpmyfaq Phpmyfaq 114 All All All
Application Phpmyfaq Phpmyfaq 1.1.4a All All All
Application Phpmyfaq Phpmyfaq 115 All All All
Application Phpmyfaq Phpmyfaq 1.2.0 All All All
Application Phpmyfaq Phpmyfaq 1.2.1 All All All
Application Phpmyfaq Phpmyfaq 1.2.2 All All All
Application Phpmyfaq Phpmyfaq 1.2.3 All All All
Application Phpmyfaq Phpmyfaq 1.2.4 All All All
Application Phpmyfaq Phpmyfaq 1.25 All All All
Application Phpmyfaq Phpmyfaq 1.2.5a All All All
Application Phpmyfaq Phpmyfaq 1.2.5b All All All
Application Phpmyfaq Phpmyfaq 1.3.0 All All All
Application Phpmyfaq Phpmyfaq 1.3.1 All All All
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Sk Lk ak kR akak.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.0.1:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.

cpe:2.3:a:phpmyfaq:phpmyfaqg:1.1.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.

cpe:2.3:a:phpmyfaq:phpmyfaqg:1.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.2.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.2.

1 0.*.*.*.*.*.*.*.

1A

1.2

1. BeFe ok ko,

1.4 e

1.5

2 0.*.*.*.*.*.*.*.

D hrkkok ko,

D Dekrkokokkok ok,

2 3.*.*.*.*.*.*.*.

akukakkakakuk.

2 5.*.*.*.*.*.*.*.

ARk LKLk LK LKLk,

cpe:2.3:a:phpmyfaq:phpmyfaq:1.2.5b::*:***:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.0:%:":*:* "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.1:%:%*

akLk kLK kLK Lk,

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.10:% % :*:*:

R R L

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.11:%:****:*:*:

akLk kKK LKLk,

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.12:*:*:***:*:*:

akLk kKKK Lk,

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.13:*:*:***:*:*:

2.6.4

2.6.5

2.6.6

2.6.7

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/phpmyfaq
http://cve.report/software/phpmyfaq/phpmyfaq
http://cve.report/vendor/phpmyfaq
http://cve.report/software/phpmyfaq/phpmyfaq
http://cve.report/vendor/phpmyfaq
http://cve.report/software/phpmyfaq/phpmyfaq
http://cve.report/vendor/phpmyfaq
http://cve.report/software/phpmyfaq/phpmyfaq
http://cve.report/vendor/phpmyfaq
http://cve.report/software/phpmyfaq/phpmyfaq

KLk kKKK Lk,

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.14:** "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.2:%:** "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.3:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.4:*

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.5:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.6:%:*

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.7:%

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.8:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.9:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.2:%:*** "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.3:%:* >

cpe:2.3:a:phpmyfaqg:phpmyfaq:1.4.4:=:**=:"

cpe:2.3:a:phpmyfaqg:phpmyfaq:1.4.5:%:** ="

cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.6:%:*:*:***::

cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.7:%:*:* x>

cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.8:*:*:*:*:*:*::

cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.9:%:*:*:***::

dkukakukakakak.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.5:*:*:**:*:*:*:

kKK kKK,

cpe:2.3:a:phpmyfaq:phpmyfaq:1.5:alphai:*:*:*:*:*:*:

KKk kKK,

cpe:2.3:a:phpmyfaq:phpmyfaq:1.5:alpha2:*:*:*:*:*:*:



dkak kR kuk.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.5:betat :*:*:*:*:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.0:*: %%
cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.1:
cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.2:%:*
cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.3:*:**:*
cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.4:*
cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.5:*:*****::
cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.6:*:** """
cpe:2.3:a:phpmyfaqg:phpmyfaq:1.5.7:%:****
cpe:2.3:a:phpmyfaqg:phpmyfaq:1.5.8:*:** """
cpe:2.3:a:phpmyfaqg:phpmyfaq:1.5.9:*:***:*
cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.0:*:*:*:*: "
cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.1:*:* >

akLk kLK LK LKLk,

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.10:* """

ARk kLK LK LKLk,

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.11:*:*:* """
cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.12:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.2:%:*:*:*:*:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.3:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.4:*:*:*:*:**:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.5:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.6:*:*:*:*:*:*:*:



cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.7: " "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.8:*:*:**:*:*::

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.9:*:*

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.0:*:*

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.1 %

Kk kKK oKk,

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.10:* > "

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.2:*:*:**:**:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.3:*:** """

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.4:*:***:*

cpe:2.3:a:phpmyfaqg:phpmyfaq:2.0.5:*:** """

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.6:*:*:*:*:**:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.7:*:*:**:*

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.8:*:*:*:*:**:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.9:*:*:**:**::

cpe:2.3:a:phpmyfaqg:phpmyfaq:2.5.0:*:*:* """

cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.1:%:*:*:*

cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.2:%:*:*:*:*:*::

cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.3:%:*:* "

cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.4:*:*:*:***:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.5:%:*:*:***:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.7:*:*:* %%



cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.0:*:*:**:*:*::

cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.1:*:*:* "

cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.2:*:*:*:**:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.3:*:**:**:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.4:*:**:*

cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.5:*:**:**:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.6:*:*:*:**:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.7:*:**:**:*:*:

Sk Rk kR akak,

cpe:2.3:a:phpmyfaq:phpmyfaq:1.0:*

cpe:2.3:a:phpmyfaq:phpmyfaq:1.0.1:*:

Kk koK kKK,

cpe:2.3:a:phpmyfaq:phpmyfaq:1.0.1a:* "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.1.0:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.1.1:* "> ="

cpe:2.3:a:phpmyfaqg:phpmyfaq:1.1.2:% %>

cpe:2.3:a:phpmyfaq:phpmyfaq:1.1.3:% ">

cpe:2.3:a:phpmyfaqg:phpmyfaq:1.1.4:=:** ="

cpe:2.3:a:phpmyfaq:phpmyfaq:1.1.4a:*:****"*

cpe:2.3:a:phpmyfaqg:phpmyfaq:1.1.5:% ">

cpe:2.3:a:phpmyfaq:phpmyfaq:1.2.0:*:* "

cpe:2.3:a:phpmyfaqg:phpmyfaq:1.2.1:*:* ="

cpe:2.3:a:phpmyfaqg:phpmyfaq:1.2.2:%:** ="

cpe:2.3:a:phpmyfaq:phpmyfaq:1.2.3:%:":*:* "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.2.4:%:*:*:***::

cpe:2.3:a:phpmyfaq:phpmyfaq:1.2.5:%:*:*:**

akLk kKK LKLk,

cpe:2.3:a:phpmyfaq:phpmyfaq:1.2.5a:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.0:%:":*:*

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.1:%:***



cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.10: "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.14: >

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.2:%

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.3:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.4:*

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.5:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.6:%:**:*

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.7:*

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.8:*:**:**:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.3.9:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.11:* "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.2:%:*:*:**

cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.3:%:*:* "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.4:*:*:*:***::

cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.5:%:**:**

cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.6:%:*:*:***:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.7:%:**

AnnD iasnhnmufansnhnmufan:d A Qe xkokak ko,



\;'JU.L.\J.CI.'JIIplllylaq.pllplllylaq.I.‘r.U. D
cpe:2.3:a:phpmyfaq:phpmyfaq:1.4.9: "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.5:*

Kk kKKK,

cpe:2.3:a:phpmyfaq:phpmyfaq:1.5:alphat > "

Rk kR akak.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.5:beta3:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.5:rct

dkak kR ok ak.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.5:rc2:*:*:*:**:*:

dkak kR akak.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.5:rc3:*:**:**:*:

dkak kR ok ak.

cpe:2.3:a:phpmyfaq:phpmyfaq:1.5:rcd:*:**:**:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.0:*:*** ">
cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.1:* "> """
cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.2:%:***:**::
cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.3:*:* """
cpe:2.3:a:phpmyfaqg:phpmyfaq:1.5.4:*:*** ">
cpe:2.3:a:phpmyfaqg:phpmyfaq:1.5.5:*:* """
cpe:2.3:a:phpmyfaqg:phpmyfaq:1.5.6:%:*:**:**:*:
cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.7:*:***:**:
cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.8:%:*:*:*:*:*:*:
cpe:2.3:a:phpmyfaq:phpmyfaq:1.5.9:%:*:*:***::
cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.0:*:*:*:*: "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.1:%:*:*:* "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.2:*:*:* "



cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.3: " "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.4:*:*:* "

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.5:*:*

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.6:*:**:**:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.7:*:*

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.8:*:**:**:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:1.6.9:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.0:*:*

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.1 %

Kk kKRR Lk

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.10:*:*:*:*:*:*:

Kk koK kR Lk

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.11: %%

Kk koK kR ok

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.12:*:*:*:*:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.2:*:*:*:*:**:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.3:*:*: """

cpe:2.3:a:phpmyfaqg:phpmyfaq:2.0.4:*:*:**:*

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.5:%:*:* """

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.6:%:*:*:*:*:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.7:%:*:*:* "

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.8:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.0.9:*:*:*:**:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.0:*:*:* "

cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.1:*:**:*

cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.2:%:*:*:*:**:*:



cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.3:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.4:*:** "
cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.5:*:***:**::
cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.6:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyfaq:phpmyfaq:2.5.7:*:*
cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.0:*:**:*
cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.1:
cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.2:*:*:*:**:*:*:
cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.3:*:*:*:*:*:*:*:
cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.4:*:**:**:*:*:
cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.5:*:***:*:*:*:
cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:a:phpmyfaq:phpmyfaq:2.6.7:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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