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Summary

CVE CVE-2010-4833

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-09-06 15:55:00 UTC

Updated 2023-08-03 17:21:00 UTC

Description Untrusted search path vulnerability in modules/engines/ms-windows/xp_theme.c in GTK+ before 2.24.0 allows local users to gain privileges via a Trojan horse uxtheme.dll file in the current working directory, a different vulnerability than CVE-2010-4831.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Gtk All All All All

Application Gtk Gtk 1.1.12 All All All

Application Gtk Gtk 1.1.15 All All All

Application Gtk Gtk 1.2.0 All All All

Application Gtk Gtk 1.2.1 All All All

Application Gtk Gtk 1.2.10 All All All

Application Gtk Gtk 1.2.2 All All All

Application Gtk Gtk 1.2.3 All All All

Application Gtk Gtk 1.2.4 All All All

Application Gtk Gtk 1.2.5 All All All

Application Gtk Gtk 1.2.6 All All All

Application Gtk Gtk 1.2.7 All All All

Application Gtk Gtk 1.2.8 All All All

Application Gtk Gtk 1.2.9 All All All

Application Gtk Gtk 1.3.10 All All All

Application Gtk Gtk 1.3.11 All All All

Application Gtk Gtk 1.3.12 All All All
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Application Gtk Gtk 1.3.12 All All All

Application Gtk Gtk 1.3.13 All All All

Application Gtk Gtk 1.3.14 All All All

Application Gtk Gtk 1.3.15 All All All

Application Gtk Gtk 1.3.9 All All All

Application Gtk Gtk 2.0.0 All All All

Application Gtk Gtk 2.0.1 All All All

Application Gtk Gtk 2.0.2 All All All

Application Gtk Gtk 2.0.3 All All All

Application Gtk Gtk 2.0.4 All All All

Application Gtk Gtk 2.0.5 All All All

Application Gtk Gtk 2.0.6 All All All

Application Gtk Gtk 2.0.7 All All All

Application Gtk Gtk 2.0.8 All All All

Application Gtk Gtk 2.0.9 All All All

Application Gtk Gtk 2.1.0 All All All

Application Gtk Gtk 2.1.1 All All All

Application Gtk Gtk 2.1.2 All All All

Application Gtk Gtk 2.1.3 All All All

Application Gtk Gtk 2.1.4 All All All

Application Gtk Gtk 2.1.5 All All All

Application Gtk Gtk 2.10.0 All All All

Application Gtk Gtk 2.10.1 All All All

Application Gtk Gtk 2.10.10 All All All

Application Gtk Gtk 2.10.11 All All All

Application Gtk Gtk 2.10.12 All All All

Application Gtk Gtk 2.10.13 All All All

Application Gtk Gtk 2.10.14 All All All

Application Gtk Gtk 2.10.2 All All All

Application Gtk Gtk 2.10.3 All All All

Application Gtk Gtk 2.10.4 All All All

Application Gtk Gtk 2.10.5 All All All

Application Gtk Gtk 2.10.6 All All All

Application Gtk Gtk 2.10.7 All All All

Application Gtk Gtk 2.10.8 All All All

Application Gtk Gtk 2.10.9 All All All
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Application Gtk Gtk 2.11.0 All All All

Application Gtk Gtk 2.11.1 All All All

Application Gtk Gtk 2.11.2 All All All

Application Gtk Gtk 2.11.3 All All All

Application Gtk Gtk 2.11.4 All All All

Application Gtk Gtk 2.11.5 All All All

Application Gtk Gtk 2.11.6 All All All

Application Gtk Gtk 2.12.0 All All All

Application Gtk Gtk 2.12.1 All All All

Application Gtk Gtk 2.12.10 All All All

Application Gtk Gtk 2.12.11 All All All

Application Gtk Gtk 2.12.12 All All All

Application Gtk Gtk 2.12.2 All All All

Application Gtk Gtk 2.12.3 All All All

Application Gtk Gtk 2.12.4 All All All

Application Gtk Gtk 2.12.5 All All All

Application Gtk Gtk 2.12.6 All All All

Application Gtk Gtk 2.12.7 All All All

Application Gtk Gtk 2.12.8 All All All

Application Gtk Gtk 2.12.9 All All All

Application Gtk Gtk 2.13.0 All All All

Application Gtk Gtk 2.13.1 All All All

Application Gtk Gtk 2.13.2 All All All

Application Gtk Gtk 2.13.3 All All All

Application Gtk Gtk 2.13.4 All All All

Application Gtk Gtk 2.13.5 All All All

Application Gtk Gtk 2.13.6 All All All

Application Gtk Gtk 2.13.7 All All All

Application Gtk Gtk 2.14.0 All All All

Application Gtk Gtk 2.14.1 All All All

Application Gtk Gtk 2.14.2 All All All

Application Gtk Gtk 2.14.3 All All All

Application Gtk Gtk 2.14.4 All All All

Application Gtk Gtk 2.14.5 All All All

Application Gtk Gtk 2.14.6 All All All

Application Gtk Gtk 2.14.7 All All All
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Application Gtk Gtk 2.14.7 All All All

Application Gtk Gtk 2.15.0 All All All

Application Gtk Gtk 2.15.1 All All All

Application Gtk Gtk 2.15.2 All All All

Application Gtk Gtk 2.15.3 All All All

Application Gtk Gtk 2.15.4 All All All

Application Gtk Gtk 2.15.5 All All All

Application Gtk Gtk 2.16.0 All All All

Application Gtk Gtk 2.16.1 All All All

Application Gtk Gtk 2.16.2 All All All

Application Gtk Gtk 2.16.3 All All All

Application Gtk Gtk 2.16.4 All All All

Application Gtk Gtk 2.16.5 All All All

Application Gtk Gtk 2.16.6 All All All

Application Gtk Gtk 2.17.0 All All All

Application Gtk Gtk 2.17.1 All All All

Application Gtk Gtk 2.17.10 All All All

Application Gtk Gtk 2.17.11 All All All

Application Gtk Gtk 2.17.2 All All All

Application Gtk Gtk 2.17.3 All All All

Application Gtk Gtk 2.17.4 All All All

Application Gtk Gtk 2.17.5 All All All

Application Gtk Gtk 2.17.6 All All All

Application Gtk Gtk 2.17.7 All All All

Application Gtk Gtk 2.17.8 All All All

Application Gtk Gtk 2.17.9 All All All

Application Gtk Gtk 2.18.0 All All All

Application Gtk Gtk 2.18.1 All All All

Application Gtk Gtk 2.18.2 All All All

Application Gtk Gtk 2.18.3 All All All

Application Gtk Gtk 2.18.4 All All All

Application Gtk Gtk 2.18.5 All All All

Application Gtk Gtk 2.18.6 All All All

Application Gtk Gtk 2.18.7 All All All

Application Gtk Gtk 2.18.8 All All All

Application Gtk Gtk 2.18.9 All All All
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Application Gtk Gtk 2.19.0 All All All

Application Gtk Gtk 2.19.1 All All All

Application Gtk Gtk 2.19.2 All All All

Application Gtk Gtk 2.19.3 All All All

Application Gtk Gtk 2.19.4 All All All

Application Gtk Gtk 2.19.5 All All All

Application Gtk Gtk 2.19.6 All All All

Application Gtk Gtk 2.19.7 All All All

Application Gtk Gtk 2.2.0 All All All

Application Gtk Gtk 2.2.1 All All All

Application Gtk Gtk 2.2.2 All All All

Application Gtk Gtk 2.2.3 All All All

Application Gtk Gtk 2.2.4 All All All

Application Gtk Gtk 2.20.0 All All All

Application Gtk Gtk 2.20.1 All All All

Application Gtk Gtk 2.21.0 All All All

Application Gtk Gtk 2.21.1 All All All

Application Gtk Gtk 2.21.2 All All All

Application Gtk Gtk 2.21.3 All All All

Application Gtk Gtk 2.21.4 All All All

Application Gtk Gtk 2.21.5 All All All

Application Gtk Gtk 2.21.6 All All All

Application Gtk Gtk 2.21.7 All All All

Application Gtk Gtk 2.21.8 All All All

Application Gtk Gtk 2.22.0 All All All

Application Gtk Gtk 2.22.1 All All All

Application Gtk Gtk 2.23.0 All All All

Application Gtk Gtk 2.23.1 All All All

Application Gtk Gtk 2.23.2 All All All

Application Gtk Gtk 2.23.3 All All All

Application Gtk Gtk 2.3.0 All All All

Application Gtk Gtk 2.3.1 All All All

Application Gtk Gtk 2.3.2 All All All

Application Gtk Gtk 2.3.3 All All All

Application Gtk Gtk 2.3.4 All All All
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Application Gtk Gtk 2.3.5 All All All

Application Gtk Gtk 2.3.6 All All All

Application Gtk Gtk 2.4.0 All All All

Application Gtk Gtk 2.4.1 All All All

Application Gtk Gtk 2.4.10 All All All

Application Gtk Gtk 2.4.11 All All All

Application Gtk Gtk 2.4.12 All All All

Application Gtk Gtk 2.4.13 All All All

Application Gtk Gtk 2.4.14 All All All

Application Gtk Gtk 2.4.2 All All All

Application Gtk Gtk 2.4.3 All All All

Application Gtk Gtk 2.4.4 All All All

Application Gtk Gtk 2.4.5 All All All

Application Gtk Gtk 2.4.6 All All All

Application Gtk Gtk 2.4.7 All All All

Application Gtk Gtk 2.4.8 All All All

Application Gtk Gtk 2.4.9 All All All

Application Gtk Gtk 2.5.0 All All All

Application Gtk Gtk 2.5.1 All All All

Application Gtk Gtk 2.5.2 All All All

Application Gtk Gtk 2.5.3 All All All

Application Gtk Gtk 2.5.4 All All All

Application Gtk Gtk 2.5.5 All All All

Application Gtk Gtk 2.5.6 All All All

Application Gtk Gtk 2.6.0 All All All

Application Gtk Gtk 2.6.1 All All All

Application Gtk Gtk 2.6.10 All All All

Application Gtk Gtk 2.6.2 All All All

Application Gtk Gtk 2.6.3 All All All

Application Gtk Gtk 2.6.4 All All All

Application Gtk Gtk 2.6.5 All All All

Application Gtk Gtk 2.6.6 All All All

Application Gtk Gtk 2.6.7 All All All

Application Gtk Gtk 2.6.8 All All All

Application Gtk Gtk 2.6.9 All All All

Application Gtk Gtk 2.7.0 All All All
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Application Gtk Gtk 2.7.0 All All All

Application Gtk Gtk 2.7.1 All All All

Application Gtk Gtk 2.7.2 All All All

Application Gtk Gtk 2.7.3 All All All

Application Gtk Gtk 2.7.4 All All All

Application Gtk Gtk 2.7.5 All All All

Application Gtk Gtk 2.8.0 All All All

Application Gtk Gtk 2.8.1 All All All

Application Gtk Gtk 2.8.10 All All All

Application Gtk Gtk 2.8.11 All All All

Application Gtk Gtk 2.8.12 All All All

Application Gtk Gtk 2.8.13 All All All

Application Gtk Gtk 2.8.14 All All All

Application Gtk Gtk 2.8.15 All All All

Application Gtk Gtk 2.8.16 All All All

Application Gtk Gtk 2.8.17 All All All

Application Gtk Gtk 2.8.18 All All All

Application Gtk Gtk 2.8.19 All All All

Application Gtk Gtk 2.8.2 All All All

Application Gtk Gtk 2.8.20 All All All

Application Gtk Gtk 2.8.3 All All All

Application Gtk Gtk 2.8.4 All All All

Application Gtk Gtk 2.8.5 All All All

Application Gtk Gtk 2.8.6 All All All

Application Gtk Gtk 2.8.7 All All All

Application Gtk Gtk 2.8.8 All All All

Application Gtk Gtk 2.8.9 All All All

Application Gtk Gtk 2.9.0 All All All

Application Gtk Gtk 2.9.1 All All All

Application Gtk Gtk 2.9.2 All All All

Application Gtk Gtk 2.9.3 All All All

Application Gtk Gtk 2.9.4 All All All

Application Gtk Gtk All All All All

Application Gtk Gtk 1.1.12 All All All

Application Gtk Gtk 1.1.15 All All All

Application Gtk Gtk 1.2.0 All All All
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Application Gtk Gtk 1.2.1 All All All

Application Gtk Gtk 1.2.10 All All All

Application Gtk Gtk 1.2.2 All All All

Application Gtk Gtk 1.2.3 All All All

Application Gtk Gtk 1.2.4 All All All

Application Gtk Gtk 1.2.5 All All All

Application Gtk Gtk 1.2.6 All All All

Application Gtk Gtk 1.2.7 All All All

Application Gtk Gtk 1.2.8 All All All

Application Gtk Gtk 1.2.9 All All All

Application Gtk Gtk 1.3.10 All All All

Application Gtk Gtk 1.3.11 All All All

Application Gtk Gtk 1.3.12 All All All

Application Gtk Gtk 1.3.13 All All All

Application Gtk Gtk 1.3.14 All All All

Application Gtk Gtk 1.3.15 All All All

Application Gtk Gtk 1.3.9 All All All

Application Gtk Gtk 2.0.0 All All All

Application Gtk Gtk 2.0.1 All All All

Application Gtk Gtk 2.0.2 All All All

Application Gtk Gtk 2.0.3 All All All

Application Gtk Gtk 2.0.4 All All All

Application Gtk Gtk 2.0.5 All All All

Application Gtk Gtk 2.0.6 All All All

Application Gtk Gtk 2.0.7 All All All

Application Gtk Gtk 2.0.8 All All All

Application Gtk Gtk 2.0.9 All All All

Application Gtk Gtk 2.1.0 All All All

Application Gtk Gtk 2.1.1 All All All

Application Gtk Gtk 2.1.2 All All All

Application Gtk Gtk 2.1.3 All All All

Application Gtk Gtk 2.1.4 All All All

Application Gtk Gtk 2.1.5 All All All

Application Gtk Gtk 2.10.0 All All All

Application Gtk Gtk 2.10.1 All All All
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Application Gtk Gtk 2.10.10 All All All

Application Gtk Gtk 2.10.11 All All All

Application Gtk Gtk 2.10.12 All All All

Application Gtk Gtk 2.10.13 All All All

Application Gtk Gtk 2.10.14 All All All

Application Gtk Gtk 2.10.2 All All All

Application Gtk Gtk 2.10.3 All All All

Application Gtk Gtk 2.10.4 All All All

Application Gtk Gtk 2.10.5 All All All

Application Gtk Gtk 2.10.6 All All All

Application Gtk Gtk 2.10.7 All All All

Application Gtk Gtk 2.10.8 All All All

Application Gtk Gtk 2.10.9 All All All

Application Gtk Gtk 2.11.0 All All All

Application Gtk Gtk 2.11.1 All All All

Application Gtk Gtk 2.11.2 All All All

Application Gtk Gtk 2.11.3 All All All

Application Gtk Gtk 2.11.4 All All All

Application Gtk Gtk 2.11.5 All All All

Application Gtk Gtk 2.11.6 All All All

Application Gtk Gtk 2.12.0 All All All

Application Gtk Gtk 2.12.1 All All All

Application Gtk Gtk 2.12.10 All All All

Application Gtk Gtk 2.12.11 All All All

Application Gtk Gtk 2.12.12 All All All

Application Gtk Gtk 2.12.2 All All All

Application Gtk Gtk 2.12.3 All All All

Application Gtk Gtk 2.12.4 All All All

Application Gtk Gtk 2.12.5 All All All

Application Gtk Gtk 2.12.6 All All All

Application Gtk Gtk 2.12.7 All All All

Application Gtk Gtk 2.12.8 All All All

Application Gtk Gtk 2.12.9 All All All

Application Gtk Gtk 2.13.0 All All All

Application Gtk Gtk 2.13.1 All All All

Application Gtk Gtk 2.13.2 All All All
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Application Gtk Gtk 2.13.2 All All All

Application Gtk Gtk 2.13.3 All All All

Application Gtk Gtk 2.13.4 All All All

Application Gtk Gtk 2.13.5 All All All

Application Gtk Gtk 2.13.6 All All All

Application Gtk Gtk 2.13.7 All All All

Application Gtk Gtk 2.14.0 All All All

Application Gtk Gtk 2.14.1 All All All

Application Gtk Gtk 2.14.2 All All All

Application Gtk Gtk 2.14.3 All All All

Application Gtk Gtk 2.14.4 All All All

Application Gtk Gtk 2.14.5 All All All

Application Gtk Gtk 2.14.6 All All All

Application Gtk Gtk 2.14.7 All All All

Application Gtk Gtk 2.15.0 All All All

Application Gtk Gtk 2.15.1 All All All

Application Gtk Gtk 2.15.2 All All All

Application Gtk Gtk 2.15.3 All All All

Application Gtk Gtk 2.15.4 All All All

Application Gtk Gtk 2.15.5 All All All

Application Gtk Gtk 2.16.0 All All All

Application Gtk Gtk 2.16.1 All All All

Application Gtk Gtk 2.16.2 All All All

Application Gtk Gtk 2.16.3 All All All

Application Gtk Gtk 2.16.4 All All All

Application Gtk Gtk 2.16.5 All All All

Application Gtk Gtk 2.16.6 All All All

Application Gtk Gtk 2.17.0 All All All

Application Gtk Gtk 2.17.1 All All All

Application Gtk Gtk 2.17.10 All All All

Application Gtk Gtk 2.17.11 All All All

Application Gtk Gtk 2.17.2 All All All

Application Gtk Gtk 2.17.3 All All All

Application Gtk Gtk 2.17.4 All All All

Application Gtk Gtk 2.17.5 All All All

Application Gtk Gtk 2.17.6 All All All
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Application Gtk Gtk 2.17.7 All All All

Application Gtk Gtk 2.17.8 All All All

Application Gtk Gtk 2.17.9 All All All

Application Gtk Gtk 2.18.0 All All All

Application Gtk Gtk 2.18.1 All All All

Application Gtk Gtk 2.18.2 All All All

Application Gtk Gtk 2.18.3 All All All

Application Gtk Gtk 2.18.4 All All All

Application Gtk Gtk 2.18.5 All All All

Application Gtk Gtk 2.18.6 All All All

Application Gtk Gtk 2.18.7 All All All

Application Gtk Gtk 2.18.8 All All All

Application Gtk Gtk 2.18.9 All All All

Application Gtk Gtk 2.19.0 All All All

Application Gtk Gtk 2.19.1 All All All

Application Gtk Gtk 2.19.2 All All All

Application Gtk Gtk 2.19.3 All All All

Application Gtk Gtk 2.19.4 All All All

Application Gtk Gtk 2.19.5 All All All

Application Gtk Gtk 2.19.6 All All All

Application Gtk Gtk 2.19.7 All All All

Application Gtk Gtk 2.2.0 All All All

Application Gtk Gtk 2.2.1 All All All

Application Gtk Gtk 2.2.2 All All All

Application Gtk Gtk 2.2.3 All All All

Application Gtk Gtk 2.2.4 All All All

Application Gtk Gtk 2.20.0 All All All

Application Gtk Gtk 2.20.1 All All All

Application Gtk Gtk 2.21.0 All All All

Application Gtk Gtk 2.21.1 All All All

Application Gtk Gtk 2.21.2 All All All

Application Gtk Gtk 2.21.3 All All All

Application Gtk Gtk 2.21.4 All All All

Application Gtk Gtk 2.21.5 All All All

Application Gtk Gtk 2.21.6 All All All
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Application Gtk Gtk 2.21.7 All All All

Application Gtk Gtk 2.21.8 All All All

Application Gtk Gtk 2.22.0 All All All

Application Gtk Gtk 2.22.1 All All All

Application Gtk Gtk 2.23.0 All All All

Application Gtk Gtk 2.23.1 All All All

Application Gtk Gtk 2.23.2 All All All

Application Gtk Gtk 2.23.3 All All All

Application Gtk Gtk 2.3.0 All All All

Application Gtk Gtk 2.3.1 All All All

Application Gtk Gtk 2.3.2 All All All

Application Gtk Gtk 2.3.3 All All All

Application Gtk Gtk 2.3.4 All All All

Application Gtk Gtk 2.3.5 All All All

Application Gtk Gtk 2.3.6 All All All

Application Gtk Gtk 2.4.0 All All All

Application Gtk Gtk 2.4.1 All All All

Application Gtk Gtk 2.4.10 All All All

Application Gtk Gtk 2.4.11 All All All

Application Gtk Gtk 2.4.12 All All All

Application Gtk Gtk 2.4.13 All All All

Application Gtk Gtk 2.4.14 All All All

Application Gtk Gtk 2.4.2 All All All

Application Gtk Gtk 2.4.3 All All All

Application Gtk Gtk 2.4.4 All All All

Application Gtk Gtk 2.4.5 All All All

Application Gtk Gtk 2.4.6 All All All

Application Gtk Gtk 2.4.7 All All All

Application Gtk Gtk 2.4.8 All All All

Application Gtk Gtk 2.4.9 All All All

Application Gtk Gtk 2.5.0 All All All

Application Gtk Gtk 2.5.1 All All All

Application Gtk Gtk 2.5.2 All All All

Application Gtk Gtk 2.5.3 All All All

Application Gtk Gtk 2.5.4 All All All

Application Gtk Gtk 2.5.5 All All All
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Application Gtk Gtk 2.5.5 All All All

Application Gtk Gtk 2.5.6 All All All

Application Gtk Gtk 2.6.0 All All All

Application Gtk Gtk 2.6.1 All All All

Application Gtk Gtk 2.6.10 All All All

Application Gtk Gtk 2.6.2 All All All

Application Gtk Gtk 2.6.3 All All All

Application Gtk Gtk 2.6.4 All All All

Application Gtk Gtk 2.6.5 All All All

Application Gtk Gtk 2.6.6 All All All

Application Gtk Gtk 2.6.7 All All All

Application Gtk Gtk 2.6.8 All All All

Application Gtk Gtk 2.6.9 All All All

Application Gtk Gtk 2.7.0 All All All

Application Gtk Gtk 2.7.1 All All All

Application Gtk Gtk 2.7.2 All All All

Application Gtk Gtk 2.7.3 All All All

Application Gtk Gtk 2.7.4 All All All

Application Gtk Gtk 2.7.5 All All All

Application Gtk Gtk 2.8.0 All All All

Application Gtk Gtk 2.8.1 All All All

Application Gtk Gtk 2.8.10 All All All

Application Gtk Gtk 2.8.11 All All All

Application Gtk Gtk 2.8.12 All All All

Application Gtk Gtk 2.8.13 All All All

Application Gtk Gtk 2.8.14 All All All

Application Gtk Gtk 2.8.15 All All All

Application Gtk Gtk 2.8.16 All All All

Application Gtk Gtk 2.8.17 All All All

Application Gtk Gtk 2.8.18 All All All

Application Gtk Gtk 2.8.19 All All All

Application Gtk Gtk 2.8.2 All All All

Application Gtk Gtk 2.8.20 All All All

Application Gtk Gtk 2.8.3 All All All

Application Gtk Gtk 2.8.4 All All All

Application Gtk Gtk 2.8.5 All All All
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Application Gtk Gtk 2.8.6 All All All

Application Gtk Gtk 2.8.7 All All All

Application Gtk Gtk 2.8.8 All All All

Application Gtk Gtk 2.8.9 All All All

Application Gtk Gtk 2.9.0 All All All

Application Gtk Gtk 2.9.1 All All All

Application Gtk Gtk 2.9.2 All All All

Application Gtk Gtk 2.9.3 All All All

Application Gtk Gtk 2.9.4 All All All

Application Gtk Gtk 1.1.12 All All All

Application Gtk Gtk 1.1.15 All All All

Application Gtk Gtk 1.2.0 All All All

Application Gtk Gtk 1.2.1 All All All

Application Gtk Gtk 1.2.10 All All All

Application Gtk Gtk 1.2.2 All All All

Application Gtk Gtk 1.2.3 All All All

Application Gtk Gtk 1.2.4 All All All

Application Gtk Gtk 1.2.5 All All All

Application Gtk Gtk 1.2.6 All All All

Application Gtk Gtk 1.2.7 All All All

Application Gtk Gtk 1.2.8 All All All

Application Gtk Gtk 1.2.9 All All All

Application Gtk Gtk 1.3.10 All All All

Application Gtk Gtk 1.3.11 All All All

Application Gtk Gtk 1.3.12 All All All

Application Gtk Gtk 1.3.13 All All All

Application Gtk Gtk 1.3.14 All All All

Application Gtk Gtk 1.3.15 All All All

Application Gtk Gtk 1.3.9 All All All

Application Gtk Gtk 2.0.0 All All All

Application Gtk Gtk 2.0.1 All All All

Application Gtk Gtk 2.0.2 All All All

Application Gtk Gtk 2.0.3 All All All

Application Gtk Gtk 2.0.4 All All All

Application Gtk Gtk 2.0.5 All All All
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Application Gtk Gtk 2.0.6 All All All

Application Gtk Gtk 2.0.7 All All All

Application Gtk Gtk 2.0.8 All All All

Application Gtk Gtk 2.0.9 All All All

Application Gtk Gtk 2.1.0 All All All

Application Gtk Gtk 2.1.1 All All All

Application Gtk Gtk 2.1.2 All All All

Application Gtk Gtk 2.1.3 All All All

Application Gtk Gtk 2.1.4 All All All

Application Gtk Gtk 2.1.5 All All All

Application Gtk Gtk 2.10.0 All All All

Application Gtk Gtk 2.10.1 All All All

Application Gtk Gtk 2.10.10 All All All

Application Gtk Gtk 2.10.11 All All All

Application Gtk Gtk 2.10.12 All All All

Application Gtk Gtk 2.10.13 All All All

Application Gtk Gtk 2.10.14 All All All

Application Gtk Gtk 2.10.2 All All All

Application Gtk Gtk 2.10.3 All All All

Application Gtk Gtk 2.10.4 All All All

Application Gtk Gtk 2.10.5 All All All

Application Gtk Gtk 2.10.6 All All All

Application Gtk Gtk 2.10.7 All All All

Application Gtk Gtk 2.10.8 All All All

Application Gtk Gtk 2.10.9 All All All

Application Gtk Gtk 2.11.0 All All All

Application Gtk Gtk 2.11.1 All All All

Application Gtk Gtk 2.11.2 All All All

Application Gtk Gtk 2.11.3 All All All

Application Gtk Gtk 2.11.4 All All All

Application Gtk Gtk 2.11.5 All All All

Application Gtk Gtk 2.11.6 All All All

Application Gtk Gtk 2.12.0 All All All

Application Gtk Gtk 2.12.1 All All All

Application Gtk Gtk 2.12.10 All All All

Application Gtk Gtk 2.12.11 All All All
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Application Gtk Gtk 2.12.11 All All All

Application Gtk Gtk 2.12.12 All All All

Application Gtk Gtk 2.12.2 All All All

Application Gtk Gtk 2.12.3 All All All

Application Gtk Gtk 2.12.4 All All All

Application Gtk Gtk 2.12.5 All All All

Application Gtk Gtk 2.12.6 All All All

Application Gtk Gtk 2.12.7 All All All

Application Gtk Gtk 2.12.8 All All All

Application Gtk Gtk 2.12.9 All All All

Application Gtk Gtk 2.13.0 All All All

Application Gtk Gtk 2.13.1 All All All

Application Gtk Gtk 2.13.2 All All All

Application Gtk Gtk 2.13.3 All All All

Application Gtk Gtk 2.13.4 All All All

Application Gtk Gtk 2.13.5 All All All

Application Gtk Gtk 2.13.6 All All All

Application Gtk Gtk 2.13.7 All All All

Application Gtk Gtk 2.14.0 All All All

Application Gtk Gtk 2.14.1 All All All

Application Gtk Gtk 2.14.2 All All All

Application Gtk Gtk 2.14.3 All All All

Application Gtk Gtk 2.14.4 All All All

Application Gtk Gtk 2.14.5 All All All

Application Gtk Gtk 2.14.6 All All All

Application Gtk Gtk 2.14.7 All All All

Application Gtk Gtk 2.15.0 All All All

Application Gtk Gtk 2.15.1 All All All

Application Gtk Gtk 2.15.2 All All All

Application Gtk Gtk 2.15.3 All All All

Application Gtk Gtk 2.15.4 All All All

Application Gtk Gtk 2.15.5 All All All

Application Gtk Gtk 2.16.0 All All All

Application Gtk Gtk 2.16.1 All All All

Application Gtk Gtk 2.16.2 All All All

Application Gtk Gtk 2.16.3 All All All
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Application Gtk Gtk 2.16.4 All All All

Application Gtk Gtk 2.16.5 All All All

Application Gtk Gtk 2.16.6 All All All

Application Gtk Gtk 2.17.0 All All All

Application Gtk Gtk 2.17.1 All All All

Application Gtk Gtk 2.17.10 All All All

Application Gtk Gtk 2.17.11 All All All

Application Gtk Gtk 2.17.2 All All All

Application Gtk Gtk 2.17.3 All All All

Application Gtk Gtk 2.17.4 All All All

Application Gtk Gtk 2.17.5 All All All

Application Gtk Gtk 2.17.6 All All All

Application Gtk Gtk 2.17.7 All All All

Application Gtk Gtk 2.17.8 All All All

Application Gtk Gtk 2.17.9 All All All

Application Gtk Gtk 2.18.0 All All All

Application Gtk Gtk 2.18.1 All All All

Application Gtk Gtk 2.18.2 All All All

Application Gtk Gtk 2.18.3 All All All

Application Gtk Gtk 2.18.4 All All All

Application Gtk Gtk 2.18.5 All All All

Application Gtk Gtk 2.18.6 All All All

Application Gtk Gtk 2.18.7 All All All

Application Gtk Gtk 2.18.8 All All All

Application Gtk Gtk 2.18.9 All All All

Application Gtk Gtk 2.19.0 All All All

Application Gtk Gtk 2.19.1 All All All

Application Gtk Gtk 2.19.2 All All All

Application Gtk Gtk 2.19.3 All All All

Application Gtk Gtk 2.19.4 All All All

Application Gtk Gtk 2.19.5 All All All

Application Gtk Gtk 2.19.6 All All All

Application Gtk Gtk 2.19.7 All All All

Application Gtk Gtk 2.2.0 All All All

Application Gtk Gtk 2.2.1 All All All
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Application Gtk Gtk 2.2.2 All All All

Application Gtk Gtk 2.2.3 All All All

Application Gtk Gtk 2.2.4 All All All

Application Gtk Gtk 2.20.0 All All All

Application Gtk Gtk 2.20.1 All All All

Application Gtk Gtk 2.21.0 All All All

Application Gtk Gtk 2.21.1 All All All

Application Gtk Gtk 2.21.2 All All All

Application Gtk Gtk 2.21.3 All All All

Application Gtk Gtk 2.21.4 All All All

Application Gtk Gtk 2.21.5 All All All

Application Gtk Gtk 2.21.6 All All All

Application Gtk Gtk 2.21.7 All All All

Application Gtk Gtk 2.21.8 All All All

Application Gtk Gtk 2.22.0 All All All

Application Gtk Gtk 2.22.1 All All All

Application Gtk Gtk 2.23.0 All All All

Application Gtk Gtk 2.23.1 All All All

Application Gtk Gtk 2.23.2 All All All

Application Gtk Gtk 2.23.3 All All All

Application Gtk Gtk 2.3.0 All All All

Application Gtk Gtk 2.3.1 All All All

Application Gtk Gtk 2.3.2 All All All

Application Gtk Gtk 2.3.3 All All All

Application Gtk Gtk 2.3.4 All All All

Application Gtk Gtk 2.3.5 All All All

Application Gtk Gtk 2.3.6 All All All

Application Gtk Gtk 2.4.0 All All All

Application Gtk Gtk 2.4.1 All All All

Application Gtk Gtk 2.4.10 All All All

Application Gtk Gtk 2.4.11 All All All

Application Gtk Gtk 2.4.12 All All All

Application Gtk Gtk 2.4.13 All All All

Application Gtk Gtk 2.4.14 All All All

Application Gtk Gtk 2.4.2 All All All

Application Gtk Gtk 2.4.3 All All All
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Application Gtk Gtk 2.4.3 All All All

Application Gtk Gtk 2.4.4 All All All

Application Gtk Gtk 2.4.5 All All All

Application Gtk Gtk 2.4.6 All All All

Application Gtk Gtk 2.4.7 All All All

Application Gtk Gtk 2.4.8 All All All

Application Gtk Gtk 2.4.9 All All All

Application Gtk Gtk 2.5.0 All All All

Application Gtk Gtk 2.5.1 All All All

Application Gtk Gtk 2.5.2 All All All

Application Gtk Gtk 2.5.3 All All All

Application Gtk Gtk 2.5.4 All All All

Application Gtk Gtk 2.5.5 All All All

Application Gtk Gtk 2.5.6 All All All

Application Gtk Gtk 2.6.0 All All All

Application Gtk Gtk 2.6.1 All All All

Application Gtk Gtk 2.6.10 All All All

Application Gtk Gtk 2.6.2 All All All

Application Gtk Gtk 2.6.3 All All All

Application Gtk Gtk 2.6.4 All All All

Application Gtk Gtk 2.6.5 All All All

Application Gtk Gtk 2.6.6 All All All

Application Gtk Gtk 2.6.7 All All All

Application Gtk Gtk 2.6.8 All All All

Application Gtk Gtk 2.6.9 All All All

Application Gtk Gtk 2.7.0 All All All

Application Gtk Gtk 2.7.1 All All All

Application Gtk Gtk 2.7.2 All All All

Application Gtk Gtk 2.7.3 All All All

Application Gtk Gtk 2.7.4 All All All

Application Gtk Gtk 2.7.5 All All All

Application Gtk Gtk 2.8.0 All All All

Application Gtk Gtk 2.8.1 All All All

Application Gtk Gtk 2.8.10 All All All

Application Gtk Gtk 2.8.11 All All All

Application Gtk Gtk 2.8.12 All All All
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Application Gtk Gtk 2.8.13 All All All

Application Gtk Gtk 2.8.14 All All All

Application Gtk Gtk 2.8.15 All All All

Application Gtk Gtk 2.8.16 All All All

Application Gtk Gtk 2.8.17 All All All

Application Gtk Gtk 2.8.18 All All All

Application Gtk Gtk 2.8.19 All All All

Application Gtk Gtk 2.8.2 All All All

Application Gtk Gtk 2.8.20 All All All

Application Gtk Gtk 2.8.3 All All All

Application Gtk Gtk 2.8.4 All All All

Application Gtk Gtk 2.8.5 All All All

Application Gtk Gtk 2.8.6 All All All

Application Gtk Gtk 2.8.7 All All All

Application Gtk Gtk 2.8.8 All All All

Application Gtk Gtk 2.8.9 All All All

Application Gtk Gtk 2.9.0 All All All

Application Gtk Gtk 2.9.1 All All All

Application Gtk Gtk 2.9.2 All All All

Application Gtk Gtk 2.9.3 All All All

Application Gtk Gtk 2.9.4 All All All

Application Gtk Gtk All All All All

References

Reference Source Link

GTK+ Multiple DLL Loading Arbitrary Code Execution Vulnerabilities BID www.securityfocus.com

GTK+ Insecure Library Loading Vulnerability - Secunia.com SECUNIA secunia.com

Avoid potential DLL hijacking in ms-windows theme engine (d6e11a97) · Commits · GNOME / gtk · GitLab CONFIRM git.gnome.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://secunia.com/advisories/45815
http://git.gnome.org/browse/gtk+/commit/modules/engines/ms-windows/xp_theme.c?h=gtk-2-24&id=d6e11a97e318158f5d210a0476870dfe14ed95e6
https://www.cve.org/CVERecord?id=CVE-2010-4833
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