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AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Joomla! from Joomla contain the foIIowing
’ vulnerability:

SQL injection vulnerability in the TimeTrack (com_timetrack)
component 1.2.4 for Joomla! allows remote attackers to execute
arbitrary SQL commands via the ct_id parameter in a timetrack action
to index.php.

CVE-2010-4926 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH
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comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Joomla Joomlal! All All All All
Application Joomla Joomla! All All All All
Application Joomla Joomlal All All All All
Application Timetrack Com Timetrack 1.2.4 All All All
Application Timetrack Com Timetrack 1.2.4 All All All

cpe:2.3:a:joomla:joomlal:*: > "

cpe:2.3:a:joomlajoomla\l:

cpe:2.3:a:joomlajoomla\l::

cpe:2.3:a:timetrack:com_timetrack:1.2.4:*:**:***:*:

cpe:2.3:a:timetrack:com_timetrack:1.2.4:*:**:***:*:

No vendor comments have been submitted for this CVE
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