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CVE-2010-5074

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACMAUNCR/NAN Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

The layout engine in Mozilla Firefox before 4.0, Thunderbird before 3.3,
and SeaMonkey before 2.1 executes different code for visited and
unvisited links during the processing of Cascading Style Sheets (CSS)
token sequences, which makes it easier for remote attackers to obtain
sensitive information about visited web pages via a timing attack.

CVE-2010-5074 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: ~4.3-MEDIUM

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:14456

Plugging the CSS History Leak at Mozilla () CONFIRM blog.mozilla.com/security/2010/03/31/plugging-the-
Security Blog css-history-leak/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:mozilla:firefox:3.0.7:*:****:*:*:
cpe:2.3:a:mozilla:firefox:3.0.8:*:**:*:*:*:*:
cpe:2.3:a:mozilla:firefox:3.0.9: 7 :*:
cpe:2.3:a:mozilla:firefox:3.5:* 7

cpe:2.3:a:mozilla:firefox:3.5. 1 ™

dkak kR kR k.

cpe:2.3:a:mozilla:firefox:3.5.10:

dkak koK ak Rk,

cpe:2.3:a:mozilla:firefox:3.5.12:*: "

Ak kR kR Rk,

cpe:2.3:a:mozilla:firefox:3.5.13:*:***:**:*:

akak kR kR k.

cpe:2.3:a:mozilla:firefox:3.5.14 % **:*

ak kK ok ok Rk,

cpe:2.3:a:mozilla:firefox:3.5.15:*:***:**:*:

cpe:2.3:a:mozilla:firefox:3.5.2:* %" *:*:*:

cpe:2.3:a:mozilla:firefox:3.5.3:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.4: % "

cpe:2.3:a:mozilla:firefox:3.5.5:%:* "

cpe:2.3:a:mozilla:firefox:3.5.6:%:* "

cpe:2.3:a:mozilla:firefox:3.5.7: %" "

cpe:2.3:a:mozilla:firefox:3.5.8:*:* "

cpe:2.3:a:mozilla:firefox:3.5.9:%:* "

cpe:2.3:a:mozilla:firefox:3.6:%:*: "

cpe:2.3:a:mozilla:firefox:3.6.1:":* "

akak Lk okkuk k.

cpe:2.3:a:mozilla:firefox:3.6.13:*: ™" :*:*:

dkakk ok kukk,

cpe:2.3:a:mozilla:firefox:3.6. 14 "

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:3.6.16:*:*:*:*:*:*:*:



AkakLk kR kR,

cpe:2.3:a:mozilla:firefox:3.6.17:***:

ARk kR Rk k.

cpe:2.3:a:mozilla:firefox:3.6.18:*:*:*:**:*:*:

cpe:2.3:a:mozilla:firefox:3.6.2:*:***:*:*:

dkak kR kR k.

cpe:2.3:a:mozilla:firefox:3.6.20:*:***:*:*:*:

ARk kKRR k.

cpe:2.3:a:mozilla:firefox:3.6.21 7 *::

ak Kk Kok Rk,

cpe:2.3:a:mozilla:firefox:3.6.22:*:***:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.3:*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.4:*****:*:

cpe:2.3:a:mozilla:firefox:3.6.6:*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.7:**:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.8:*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.9:*:* " *:

cpe:2.3:a:mozilla:firefox:3.0:*:": "

cpe:2.3:a:mozilla:firefox:3.0.1:%:* "

akLkuk ok kakk,

cpe:2.3:a:mozilla:firefox:3.0.17:* % "

cpe:2.3:a:mozilla:firefox:3.0.2:*:* "

cpe:2.3:a:mozilla:firefox:3.0.3:*:*:*:**:*:*:

cpe:2.3:a:mozilla:firefox:3.0.4: % :*:

cpe:2.3:a:mozilla:firefox:3.0.5:*:* " *:

cpe:2.3:a:mozilla:firefox:3.0.6:**:***:*:*:



cpe:2.3:a:mozilla:firefox:3.0.7:%:****:*:*:
cpe:2.3:a:mozilla:firefox:3.0.8:*:**:**:*:*:
cpe:2.3:a:mozilla:firefox:3.0.9: ™
cpe:2.3:a:mozilla:firefox:3.5:* 7

cpe:2.3:a:mozilla:firefox:3.5.1: ™

cpe:2.3:a:mozilla:firefox:3.5.10: %

dk kR kR Rk,

cpe:2.3:a:mozilla:firefox:3.5.11

ak kR kR Rk,

cpe:2.3:a:mozilla:firefox:3.5.13:*: "

akak koK ok Rk,

cpe:2.3:a:mozilla:firefox:3.5. 14

ak kK ok ok akak,

cpe:2.3:a:mozilla:firefox:3.5.15:*:***:**:*:

cpe:2.3:a:mozilla:firefox:3.5.2:****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.3:*****:*:*:

cpe:2.3:a:mozilla:firefox:3.5.4: % "

cpe:2.3:a:mozilla:firefox:3.5.5:%: """

cpe:2.3:a:mozilla:firefox:3.5.6:*:* "

cpe:2.3:a:mozilla:firefox:3.5.7:% """

cpe:2.3:a:mozilla:firefox:3.5.8:*:*:* "

cpe:2.3:a:mozilla:firefox:3.5.9:*:* "

cpe:2.3:a:mozilla:firefox:3.6:%:*: "

cpe:2.3:a:mozilla:firefox:3.6.1:%:* "

akukak ok akakk,

cpe:2.3:a:mozilla:firefox:3.6.10: 7 "

dkLkak ok kakk,

cpe:2.3:a:mozilla:firefox:3.6.12:*:* " :*:*:

akakLk kR LRk,

cpe:2.3:a:mozilla:firefox:3.6.13: "

akLakLk ok akakk,

cpe:2.3:a:mozilla:firefox:3.6. 14 "

dkak kR kLR k.

cpe:2.3:a:mozilla:firefox:3.6.15:* " *:*:



ARk kKRR k.

cpe:2.3:a:mozilla:firefox:3.6.18:*:*:*:***:*:
cpe:2.3:a:mozilla:firefox:3.6.19: 7 :*::
cpe:2.3:a:mozilla:firefox:3.6.2:*:***:*:*:

ARk kR kR k.

cpe:2.3:a:mozilla:firefox:3.6.20:*:*:**:*:*::

dkak Rk ok Rk,

cpe:2.3:a:mozilla:firefox:3.6.271 7

dkak kR kR k.

cpe:2.3:a:mozilla:firefox:3.6.22:*:***:*:*:*:

cpe:2.3:a:mozilla:firefox:3.6.3:*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.4:* " *:

cpe:2.3:a:mozilla:firefox:3.6.6:*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.7:**:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.8:*:***:*:*:

cpe:2.3:a:mozilla:firefox:3.6.9:*:* " *:

cpe:2.3:a:mozilla:seamonkey:1.0. 1 "

cpe:2.3:a:mozilla:seamonkey:1.0.2:*:*: " "

cpe:2.3:a:mozilla:seamonkey:1.0.3:*: " "

cpe:2.3:a:mozilla:seamonkey:1.0.4:*:* "

cpe:2.3:a:mozilla:zseamonkey:1.0.5:%:* %"

cpe:2.3:a:mozilla:seamonkey:1.0.6:*:*: """ *:*:

cpe:2.3:a:mozilla:zseamonkey:1.0.7:*:* "

cpe:2.3:a:mozilla:seamonkey:1.0.8:*:*: " *:*:

cpe:2.3:a:mozilla:seamonkey:1.0.9:*:*: "

akak kR kR k.

cpe:2.3:a:mozilla:zseamonkey:1.1: % *:

AnnD iarmazillaceanmanleaed 4 alnhasdokokakokok,
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cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1. 1

cpe:2.3:a:mozilla:seamonkey:1.1.10:

cpe:2.3:a:mozilla:seamonkey:1.1.11

cpe:2.3:a:mozilla:seamonkey:1.1.12:

cpe:2.3:a:mozilla:seamonkey:1.1.13:

cpe:2.3:a:mozilla:seamonkey:1.1.14:

cpe:2.3:a:mozilla:seamonkey:1.1.15:

cpe:2.3:a:mozilla:seamonkey:1.1.16:

cpe:2.3:a:mozilla:seamonkey:1.1.17:

cpe:2.3:a:mozilla:seamonkey:1.1.18:* """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.19:* " " "™

cpe:2.3:a:mozilla:seamonkey:1.1.2:: %"

cpe:2.3:a:mozilla:seamonkey:1.1.3:: """

cpe:2.3:a:mozilla:seamonkey:1.1.4: %" "

cpe:2.3:a:mozilla:seamonkey:1.1.5: """

cpe:2.3:a:mozilla:seamonkey:1.1.6:*: """

cpe:2.3:a:mozilla:seamonkey:1.1.7: % "

cpe:2.3:a:mozilla:seamonkey:1.1.8:: """

cpe:2.3:a:mozilla:seamonkey:1.1.9:: """

dkkakkkakak.

cpe:2.3:a:mozilla:seamonkey:1.5.0.10: "

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:*:* 7 :*:*:

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:*::* 7 :*:*:

cpe:2.3:a:mozilla:seamonkey:2.0:*:*:** " *:

KRk okakuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

KRk okakuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_3:*:*:*:*:*:*:

dkukakuk k.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*: " ™



Skkakkkak.

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.0:rct:
cpe:2.3:a:mozilla:seamonkey:2.0:rc2:*:*:*:*:*:*:
cpe:2.3:a:mozilla:seamonkey:2.0.1

Sk ok ak kR akak,

cpe:2.3:a:mozilla:seamonkey:2.0.10:

Sk Kk kR akak.

cpe:2.3:a:mozilla:seamonkey:2.0.12:*

Sk Rk kR akak.

cpe:2.3:a:mozilla:seamonkey:2.0.13:
cpe:2.3:a:mozilla:seamonkey:2.0.14:
cpe:2.3:a:mozilla:seamonkey:2.0.2:*:*:* " *:
cpe:2.3:a:mozilla:seamonkey:2.0.3:*:* " **:
cpe:2.3:a:mozilla:seamonkey:2.0.4: > " %"
cpe:2.3:a:mozilla:seamonkey:2.0.5: %" "
cpe:2.3:a:mozilla:seamonkey:2.0.6:*:* " "
cpe:2.3:a:mozilla:seamonkey:2.0.7:*:* " "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*:* " *:*:

cpe:2.3:a:mozilla:seamonkey:2.0.9:*: " "

cpe:2.3:a:mozilla:seamonkey:1.0:*:" "

akak Lk akukk.

cpe:2.3:a:mozilla:seamonkey:1.0:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.0.1:** "

cpe:2.3:a:mozilla:seamonkey:1.0.2:*:*: %"

cpe:2.3:a:mozilla:seamonkey:1.0.3:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.4:** "

cpe:2.3:a:mozilla:seamonkey:1.0.5:%:* "



cpe:2.3:a:mozilla:seamonkey:1.0.6:*: "

cpe:2.3:a:mozilla:seamonkey:1.0.7:* "

cpe:2.3:a:mozilla:seamonkey:1.0.8:* "

cpe:2.3:a:mozilla:seamonkey:1.0.9:* "

cpe:2.3:a:mozilla:seamonkey: 1.1 "

Kk ak kR k.

cpe:2.3:a:mozilla:seamonkey:1.1:alpha:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:seamonkey:1.1.1: ™

cpe:2.3:a:mozilla:seamonkey:1.1.10:

cpe:2.3:a:mozilla:seamonkey:1.1.11

cpe:2.3:a:mozilla:seamonkey:1.1.12:*

cpe:2.3:a:mozilla:seamonkey:1.1.13:* " "™

cpe:2.3:a:mozilla:seamonkey:1.1.14:* " ™

cpe:2.3:a:mozilla:seamonkey:1.1.15:" """

cpe:2.3:a:mozilla:seamonkey:1.1.16:* """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.17: " ™

cpe:2.3:a:mozilla:seamonkey:1.1.18:" """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.19:" """ ™

cpe:2.3:a:mozilla:seamonkey:1.1.2:: " "

cpe:2.3:a:mozilla:seamonkey:1.1.3:: """

cpe:2.3:a:mozilla:seamonkey:1.1.4: % "

cpe:2.3:a:mozilla:seamonkey:1.1.5: " "

cpe:2.3:a:mozilla:seamonkey:1.1.6:*:*:* " *:*:

cpe:2.3:a:mozilla:seamonkey:1.1. 7% "

cpe:2.3:a:mozilla:seamonkey:1.1.8:*:*: "

cpe:2.3:a:mozilla:seamonkey:1.1.9:*:* "

dkkakkakakak.

cpe:2.3:a:mozilla:seamonkey:1.5.0.10:*: " :*:

cpe:2.3:a:mozilla:seamonkey:1.5.0.8:*:*:***:*:*:

cpe:2.3:a:mozilla:seamonkey:1.5.0.9:" " ™



dkak kR Rk k.

cpe:2.3:a:mozilla:seamonkey:2.0: " "

KRk akukuk.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_1:*: " "™

Kk ak kR k.

cpe:2.3:a:mozilla:seamonkey:2.0:alpha_2:*:*:*:*:*:*:

dkakakkkuk,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_1:*:*:*:*:*:*:

Lkkkk Lk ak,

cpe:2.3:a:mozilla:seamonkey:2.0:beta_2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:mozilla:seamonkey:2.0:rc - :*:**:*:*:

cpe:2.3:a:mozilla:seamonkey:2.0.1:* 0"

Sk Kk kR akak,

cpe:2.3:a:mozilla:seamonkey:2.0.10:

cpe:2.3:a:mozilla:seamonkey:2.0.2:*:* """

cpe:2.3:a:mozilla:seamonkey:2.0.3:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.4:*: " "

cpe:2.3:a:mozilla:seamonkey:2.0.5:* %" "

cpe:2.3:a:mozilla:seamonkey:2.0.6:*:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.7:*:*: " "

cpe:2.3:a:mozilla:seamonkey:2.0.8:*: """

cpe:2.3:a:mozilla:seamonkey:2.0.9:*:*: "

ARk Lk LK Lk,

cpe:2.3:a:mozilla:zseamonkey:2.0a1:*:pre:*:*:*:*:*:

dkkakakakak.

cpe:2.3:a:mozilla:seamonkey:2.1:alphai:*:*:*:*:*:*:

Skkakuk k.

cpe:2.3:a:mozilla:seamonkey:*:alpha3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.1: " *:



Sk Lk k Lk akakak.

cpe:2.3:a:mozilla:ithunderbird:3.0.11 %%

cpe:2.3:a:mozilla:thunderbird:3.0.2:*:* " ™

cpe:2.3:a:mozilla:thunderbird:3.0.3:*:* " :*:

cpe:2.3:a:mozilla:thunderbird:3.0.4 " "

cpe:2.3:a:mozilla:thunderbird:3.0.5:* " :*:

cpe:2.3:a:mozilla:thunderbird:3.0.6:*:*:****:*:

cpe:2.3:a:mozilla:thunderbird:3.0.7:* "% *:

cpe:2.3:a:mozilla:thunderbird:3.0.8:*:*:*:**:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.9:* " **:*:

cpe:2.3:a:mozilla:ithunderbird:3.1:*:*:* % %

cpe:2.3:a:mozilla:ithunderbird:3.1.1: %%

cpe:2.3:a:mozilla:ithunderbird:3.1.2:%:*: """
cpe:2.3:a:mozilla:ithunderbird:3.1.3:%:* """
cpe:2.3:a:mozilla:ithunderbird:3.1.4::* %"
cpe:2.3:a:mozilla:ithunderbird:3.1.5::*:* % *:*:
cpe:2.3:a:mozilla:ithunderbird:3.1.6:*:*:***:*:*:
cpe:2.3:a:mozilla:ithunderbird:3.1.7:%:* 7 :*:*:
cpe:2.3:a:mozilla:thunderbird:3.1.8:*:* 7 :*:*:
cpe:2.3:a:mozilla:ithunderbird:3.1.9:*:* 7 :*:*:

cpe:2.3:a:mozilla:ithunderbird:3.0:*:*:*:***::

cpe:2.3:a:mozilla:ithunderbird:3.0.1:*:*: 7 :*:*:



Sk Kk kR akak.

cpe:2.3:a:mozilla:ithunderbird:3.0.11 %%

cpe:2.3:a:mozilla:ithunderbird:3.0.2:*:*:**:*:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.3:*:* " :*:

cpe:2.3:a:mozilla:thunderbird:3.0.4 " "

cpe:2.3:a:mozilla:thunderbird:3.0.5:* "

cpe:2.3:a:mozilla:thunderbird:3.0.6:*:*:****:*:

cpe:2.3:a:mozilla:thunderbird:3.0.7:* " "

cpe:2.3:a:mozilla:thunderbird:3.0.8:*:*:*:**:*:*:

cpe:2.3:a:mozilla:thunderbird:3.0.9:* " *:*:

dkak koK kR k.

cpe:2.3:a:mozilla:ithunderbird:3.1:*:*: %

cpe:2.3:a:mozilla:ithunderbird:3.1.1: % %%

Lk ok akakakakak.

cpe:2.3:a:mozilla:ithunderbird:3.1.10: "%

cpe:2.3:a:mozilla:ithunderbird:3.1.2:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.1.3:*:* """

cpe:2.3:a:mozilla:ithunderbird:3.1.4:*:* """

cpe:2.3:a:mozilla:ithunderbird:3.1.5::*:***:*:*:

cpe:2.3:a:mozilla:thunderbird:3.1.6:*:*:**:*:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.1.7:%:*: "

cpe:2.3:a:mozilla:thunderbird:3.1.8:*:*:***:*:*:

cpe:2.3:a:mozilla:ithunderbird:3.1.9:*:* 7 :*:*:

dkakk Lk okakakk,

cpe:2.3:a:mozilla:thunderbird:*;*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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