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CVE-2010-5084

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACMAUSICILPIAP Certain versions of E107 from E107 contain the following vulnerability:

The cross-site request forgery (CSRF) protection mechanism in e107
before 0.7.23 uses a predictable random token based on the creation
date of the administrator account, which allows remote attackers to
hijack the authentication of administrators for requests that add new
users via e107_admin/users.php.

CVE-2010-5084 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~6-MEDIUM

Access Access Authentication
Vector Complexity

Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

e107 Script Insertion and Cross-Site Request Forgery Vulnerabilities - YU SECUNIA 41034
Advisories - Community

Madlrish.net e107 XSS and XSRF Vulnerabilities m MISC www.madirish.net/?
article=471
e107.org: Comments 4> CONFIRM

e107.org/comment.php?
comment.news.872

SecurityTracker.com Archives - e107 Input Validation Hole in News Item Title () SECTRACK 1024351
Field Permits Cross-Site Scripting Attacks

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are mare annranriate far voir niirnnse CVFrenart dnes not necessarilv endnrse the views exnressed ar eonciir with the facts nresented on these sites Further


https://cve.report/
https://cve.report/CVE-2010-5084/mitre
https://cve.report/CVE-2010-5084/nist
https://cve.report/CVE-2010-5084/cve_org
https://cve.report/CVE-2010-5084.pdf
http://cve.report/software/e107/e107
http://cve.report/vendor/e107
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2010/http://secunia.com/advisories/41034
http://www.madirish.net/?article=471
http://e107.org/comment.php?comment.news.872
http://www.securitytracker.com/id?1024351
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:e107:€107:0.7: "

cpe:2.3:a:107:€107:0.7.0: "™

cpe:2.3:a:107:€107:0.7.1 % "™

cpe:2.3:a:e107:e107:0.7.3: %"

cpe:2.3:a:e107:e107:0.7.4: %%

cpe:2.3:a:e107:e107:0.7.5: %™

cpe:2.3:a:e107:e107:0.7.6: %"

cpe:2.3:a:e107:€107:0.7.7:" "™



cpe:2.3:a:e107:e107:0.7.8: "%

cpe:2.3:a:e107:e107:0.7.9: %%



cpe:2.3:a:e107:e107:0.7:%:7:7

cpe:2.3:a:e107:€107:0.7.0: %%

cpe:2.3:a:e107:€107:0.7. 17 7 ™



cpe:2.3:a:e107:e107:0.7.2: % %%

cpe:2.3:a:107:€107:0.7.3: "™
cpe:2.3:a:107:€107:0.7.4: "™
cpe:2.3:a:107:€107:0.7.5: 7 ™
cpe:2.3:a:107:€107:0.7.6: "™
cpe:2.3:a:107:€107:0.7.7: "™
cpe:2.3:a:107:€107:0.7.8: "™

cpe:2.3:a:107:€107:0.7.9:* "™

No vendor comments have been submitted for this CVE
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