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CVE CVE-2010-5088
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-26 18:55:00 UTC
Updated 2017-08-29 01:29:00 UTC
Description Multiple cross-site request forgery (CSRF) vulnerabilities in SilverStripe 2.3.x before 2.3.9 and 2.4.x before 2.4.3 allow remc

/ |

1|

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Silverstripe Silverstripe 2.3.0 All All All
Application Silverstripe Silverstripe 2.3.0 rci All All
Application Silverstripe Silverstripe 2.3.0 rc2 All All
Application Silverstripe Silverstripe 2.3.0 rc3 All All
Application Silverstripe Silverstripe 2.3.1 All All All
Application Silverstripe Silverstripe 2.31 rcl All All
Application Silverstripe Silverstripe 2.3.1 rc2 All All
Application Silverstripe Silverstripe 232 All All All
Application Silverstripe Silverstripe 2.3.3 All All All
Application Silverstripe Silverstripe 234 All All All
Application Silverstripe Silverstripe 2.35 All All All
Application Silverstripe Silverstripe 2.3.6 All All All
Application Silverstripe Silverstripe 2.3.7 All All All
Application Silverstripe Silverstripe 2.3.8 All All All
Application Silverstripe Silverstripe 2.4.0 All All All
Application Silverstripe Silverstripe 2.41 All All All
Application Silverstripe Silverstripe 242 All All All
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oss-security - Re: CVE-request: SilverStripe before 2.4.4
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SilverStripe Unspecified Cross Site Request Forgery Vulnerability
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SilverStripe Cross-Site Request Forgery Vulnerability - Advisories - Community

Source

CONFIRM

CONFIRM

MLIST

MISC

BID

MLIST

osv

CONFIRM

SECUNIA

XF

DB

MLIST

CONFIRM

MLIST

CVE.ORG

NVD

Link
open.silverstripe.org
open.silverstripe.org
www.openwall.com
holisticinfosec.org
www.securityfocus.com
www.openwall.com
www.osvdb.org
doc.silverstripe.org
secunia.com
exchange.xforce.ibmcloud.com
www.openwall.com
doc.silverstripe.org
www.openwall.com
Www.cve.org

nvd.nist.gov

Tags

Patch

Patch

Vendor Advis

canonical

canonical, an

s, |
PR


http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/software/silverstripe/silverstripe
http://open.silverstripe.org/changeset/113282
http://open.silverstripe.org/changeset/113275
http://www.openwall.com/lists/oss-security/2012/05/01/3
http://holisticinfosec.org/content/view/157/45/
http://www.securityfocus.com/bid/44768
http://www.openwall.com/lists/oss-security/2012/04/30/3
http://www.osvdb.org/69113
http://doc.silverstripe.org/sapphire/en/trunk/changelogs//2.3.9
http://secunia.com/advisories/41717
https://exchange.xforce.ibmcloud.com/vulnerabilities/63156
http://www.openwall.com/lists/oss-security/2012/04/30/1
http://doc.silverstripe.org/sapphire/en/trunk/changelogs//2.4.3
http://www.openwall.com/lists/oss-security/2011/01/03/12
https://www.cve.org/CVERecord?id=CVE-2010-5088
https://nvd.nist.gov/vuln/detail/CVE-2010-5088

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2010-5088
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


