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CVE-2010-5091
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AVNACAIAUSICPILPIAP Certain versions of Silverstripe from Silverstripe contain the following
’ vulnerability:

The setName function in filesystem/File.php in SilverStripe 2.3.x before
2.3.8 and 2.4.x before 2.4.1 allows remote authenticated users with
CMS author privileges to execute arbitrary PHP code by changing the
extension of an uploaded file.

CVE-2010-5091 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~6-MEDIUM

Access Access Authentication
Vector Complexity

Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
oss-security - Re: CVE-request: SilverStripe ¢ > MLIST [oss-security] 20120501 Re: CVE-request:
before 2.4.4 SilverStripe before 2.4.4
D [ MISC dl.packetstormsecurity.net/1006-
exploits/silverstripe-shell.txt
[ Patch | CONFIRM open.silverstripe.org/changeset/107273
MISC open.silverstripe.org/ticket/5693
oss-security - Re: CVE-request: SilverStripe ¢« * MLIST loss-securitvl 20120430 Re: CVE-request:
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https://cve.report/CVE-2010-5091.pdf
http://cve.report/software/silverstripe/silverstripe
http://cve.report/vendor/silverstripe
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.openwall.com/lists/oss-security/2012/05/01/3
https://cve.report/CVE-2010-5091/4ab92418
http://open.silverstripe.org/changeset/107273
http://open.silverstripe.org/ticket/5693

. ' ' e —— N - v
before 2.4.4 SilverStripe before 2.4.4

2.3.8 - Changelogs - Sapphire - SilverStripe CONFIRM

Documentation doc.silverstripe.org/sapphire/en/trunk/changelogs//2.3.8
oss-security - CVE-request: SilverStripe before ¢ > MLIST [oss-security] 20120430 CVE-request:

244 SilverStripe before 2.4.4

2.4.1 - Changelogs - Sapphire - SilverStripe CONFIRM

Documentation doc.silverstripe.org/sapphire/en/trunk/changelogs//2.4.1

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Silverstripe Silverstripe 2.3.0 All All All
Application Silverstripe Silverstripe 2.3.0 rci All All
Application Silverstripe Silverstripe 2.3.0 rc2 All All
Application Silverstripe Silverstripe 2.3.0 rc3 All All
Application Silverstripe Silverstripe 2.3.1 All All All
Application Silverstripe Silverstripe 2.31 rcl All All
Application Silverstripe Silverstripe 2.3.1 rc2 All All
Application Silverstripe Silverstripe 232 All All All
Application Silverstripe Silverstripe 2.3.3 All All All
Application Silverstripe Silverstripe 234 All All All
Application Silverstripe Silverstripe 2.35 All All All
Application Silverstripe Silverstripe 2.3.6 All All All
Application Silverstripe Silverstripe 2.3.7 All All All
Application Silverstripe Silverstripe 24.0 All All All
Application Silverstripe Silverstripe 2.3.0 All All All
Application Silverstripe Silverstripe 2.3.0 rcl All All
Application Silverstripe Silverstripe 2.3.0 rc2 All All
Application Silverstripe Silverstripe 2.3.0 rc3 All All
Application Silverstripe Silverstripe 2.3.1 All All All
Application Silverstripe Silverstripe 2.31 rcl All All

Application Silverstripe Silverstripe 2.3.1 rc2 All All
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Application Silverstripe Silverstripe

Application Silverstripe Silverstripe
Application Silverstripe Silverstripe
Application Silverstripe Silverstripe
Application Silverstripe Silverstripe
Application Silverstripe Silverstripe
Application Silverstripe Silverstripe

cpe:2.3:a:silverstripe:silverstripe:2.3.0:*:* "

dkakakkakak.

cpe:2.3:a:silverstripe:silverstripe:2.3.0:rc1 ™"

dkkakkakak.

cpe:2.3:a:silverstripe:silverstripe:2.3.0:rc2:*:*:*:*:*::

cpe:2.3:a:silverstripe:silverstripe:2.3.1:*:* "

dkkukkkak.

cpe:2.3:a:silverstripe:silverstripe:2.3.1:rc1: "

dkakukkakak.

cpe:2.3:a:silverstripe:silverstripe:2.3.1:rc2:*:*:**:*::

cpe:2.3:a:silverstripe:silverstripe:2.3.2: "™

cpe:2.3:a:silverstripe:silverstripe:2.3.3: "™

cpe:2.3:a:silverstripe:silverstripe:2.3.4: ™

cpe:2.3:a:silverstripe:silverstripe:2.3.5:*****:*:

cpe:2.3:a:silverstripe:silverstripe:2.3.6::*:****:*:

cpe:2.3:asilverstripe:silverstripe:2.3.7:* "

cpe:2.3:asilverstripe:silverstripe:2.4.0:*:*:* "

cpe:2.3:asilverstripe:silverstripe:2.3.0:* "

dkak kR akak.

cpe:2.3:a:silverstripe:silverstripe:2.3.0:rc2:*: " :*:*:
cpe:2.3:a:silverstripe:silverstripe:2.3.0:rc3:*: " " *:
cpe:2.3:asilverstripe:silverstripe:2.3.1: "

Rk kR akak.

cpe:2.3:asilverstripe:silverstripe:2.3.1:rc1 """

cpe:2.3:a:silverstripe:silverstripe:2.3.2:* """ *:

cpe:2.3:a:silverstripe:silverstripe:2.3.3:* " **:
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cpe:2.3:a:silverstripe:silverstripe:2.3.4:: """

cpe:2.3:a:silverstripe:silverstripe:2.3.5: """

cpe:2.3:a:silverstripe:silverstripe:2.3.6:: " "*:

cpe:2.3:a:silverstripe:silverstripe:2.3.7:* """

cpe:2.3:a:silverstripe:silverstripe:2.4.0:: "™

No vendor comments have been submitted for this CVE
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