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** DISPUTED ** Multiple SQL injection vulnerabilities in MyBB (aka MyBulletinBoard) before 1.6.1 allow remote attackers tc

| 1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mybb Mybb 1.0 betad All All
Mybb Mybb 1.0 pri All All
Mybb Mybb 1.0 pr2 All All
Mybb Mybb 1.0 rci All All
Mybb Mybb 1.0 rc2 All All
Mybb Mybb 1.0 rc3 All All
Mybb Mybb 1.0 rcd All All
Mybb Mybb 1.00 All All All
Mybb Mybb 1.01 All All All
Mybb Mybb 1.02 All All All
Mybb Mybb 1.03 All All All
Mybb Mybb 1.04 All All All
Mybb Mybb 1.1.0 All All All
Mybb Mybb 1.1.1 All All All
Mybb Mybb 1.1.2 All All All
Mybb Mybb 1.1.3 All All All
Mybb Mybb 1.1.4 All All All


https://cve.report/
https://cve.report/CVE-2010-5096/mitre
https://cve.report/CVE-2010-5096/nist
https://cve.report/CVE-2010-5096/cve_org
https://cve.report/api/cve/CVE-2010-5096.json
https://cve.report/CVE-2010-5096.pdf
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb

Mybb

Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb

Mybb

1.2

1.2.0

1.2.1

1.2.10

1.2.11

1.2.12

1.2.13

1.2.14

1.2.2

1.2.3

1.2.4

1.25

1.2.6

1.2.7

1.2.8

1.2.9

1.3

1.4.0

1.4.1

1.4.10

1.4.11

1.4.12

1.4.13

1.4.14

1.4.15

1.4.16

1.4.2

1.4.3

1.4.4

1.4.5

1.4.6

All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
pre-1.0
All
All
All
All
All
All
All
All
All
All
All
All
All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb

Mybb

Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb

Mybb

1.4.7

1.4.8

1.4.9

1.5.1

1.5.2

1.0

1.0

1.0

1.0

1.0

1.0

1.0

1.00

1.01

1.02

1.03

1.04

1.1.1

1.2

1.2.0

1.2.1

1.2.10

1.2.11

1.2.12

1.2.13

1.2.14

1.2.2

All
All
All
All
All
beta4
pri
pr2
rci
rc2
rc3
rc4
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

References

Reference

Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybboard
Mybboard
Mybboard

Mybboard

Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb
Mybb

Mybb

oss-security - Re: CVE-request: MyBB before 1.6.1

1.2.3

1.2.4

1.25

1.2.6

1.2.7

1.2.8

1.2.9

1.3

1.4.0

1.4.1

1.4.10

1.4.11

1.4.12

1.4.13

1.4.14

1.4.15

1.4.16

1.4.2

1.4.3

1.4.4

1.4.5

1.4.6

1.4.7

1.4.8

1.4.9

1.5.1

1.5.2

All

1.4.10

1.4.3

1.4.10

1.4.3

All
All
All
All
All
All
All
pre-1.0
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Source

MLIST

All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Link

www.openwall.com

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Tags


http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybb
http://cve.report/software/mybb/mybb
http://cve.report/vendor/mybboard
http://cve.report/software/mybboard/mybb
http://cve.report/vendor/mybboard
http://cve.report/software/mybboard/mybb
http://cve.report/vendor/mybboard
http://cve.report/software/mybboard/mybb
http://cve.report/vendor/mybboard
http://cve.report/software/mybboard/mybb
http://www.openwall.com/lists/oss-security/2012/05/08/7

oss-security - CVE-request: MyBB 1.6 <= SQL Injection MLIST www.openwall.com

oss-security - CVE-request: MyBB before 1.6.1 MLIST www.openwall.com

MyBB 'keywords' Parameter Multiple SQL Injection Vulnerabilities BID www.securityfocus.com

70014 OSvDB www.osvdb.org

70013 OSvDB www.osvdb.org

oss-security - Re: CVE-request: MyBB 1.6 <= SQL Injection MLIST www.openwall.com

MyBB - Bug #1330: SQL Error with Search Keywords - MyBB Development Site  MISC dev.mybb.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
4] i

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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