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CVE CVE-2010-5101
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback
Published 2012-05-21 20:55:16 UTC
Updated 2026-04-29 01:13:23 UTC

Description Directory traversal vulnerability in the TypoScript setup in TYPOS 4.2.x before 4.2.16, 4.3.x before 4.3.9, and 4.4.x before 4

/ |

Risk And Classification

Primary CVSS: v2.0 4 from nvd@nist.gov

AV:N/AC:L/Au:S/C:P/I:N/A:N

Problem Types: CWE-22 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:S/C:P/I:N/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Typo3 Typo3 420 Al Al All


https://cve.report/
https://cve.report/CVE-2010-5101/mitre
https://cve.report/CVE-2010-5101/nist
https://cve.report/CVE-2010-5101/cve_org
https://cve.report/api/cve/CVE-2010-5101.json
https://cve.report/CVE-2010-5101.pdf
http://cve.report/vendor/typo3
http://cve.report/software/typo3/typo3

Application Typo3 Typo3 4.21 All All All
Application Typo3 Typo3 4210 All All All
Application Typo3 Typo3 4.2.11 All All All
Application Typo3 Typo3 4212 All All All
Application Typo3 Typo3 4213 All All All
Application Typo3 Typo3 4214 All All All
Application Typo3 Typo3 4215 All All All
Application Typo3 Typo3 422 All All All
Application Typo3 Typo3 423 All All All
Application Typo3 Typo3 424 All All All
Application Typo3 Typo3 425 All All All
Application Typo3 Typo3 4.2.6 All All All
Application Typo3 Typo3 427 All All All
Application Typo3 Typo3 428 All All All
Application Typo3 Typo3 429 All All All
Application Typo3 Typo3 4.3.0 All All All
Application Typo3 Typo3 431 All All All
Application Typo3 Typo3 432 All All All
Application Typo3 Typo3 433 All All All
Application Typo3 Typo3 434 All All All
Application Typo3 Typo3 435 All All All
Application Typo3 Typo3 4.3.6 All All All
Application Typo3 Typo3 437 All All All
Application Typo3 Typo3 4.3.8 All All All
Application Typo3 Typo3 441 All All All
Application Typo3 Typo3 4.4.2 All All All
Application Typo3 Typo3 443 All All All
Application Typo3 Typo3 444 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

TYPQOS - the Enterprise Open Source CMS: TYPOS Security Bulletin TYPO3-SA-2010-022: Multiple vulnerabilities in TYPO3 Core  af854a3:
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oss-security - Re: CVE-request: TYPO3 TYPO3-SA-2010-022 still without CVE af854a3:
IBM X-Force Exchange af854a3:
oss-security - Re: CVE-request: TYPO3 TYPO3-SA-2010-022 still without CVE af854a3:
oss-security - CVE requests: ftpls, xdigger, Ibreakout2, calibre, typo3 af854a3:
TYPO3 Core TYPO3-SA-2010-022 Multiple Remote Security Vulnerabilities af854a3:
oss-security - CVE-request: TYPO3 TYPO3-SA-2010-022 still without CVE af854a3:
www.osvdb.org/70119 af854a3:
CVE Program record CVE.OR
NVD vulnerability detail NVD

4] | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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