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Summary

CVE CVE-2010-5152

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-25 21:55:00 UTC

Updated 2023-11-07 02:06:00 UTC

Description ** DISPUTED ** Race condition in AVG Internet Security 9.0.791 on Windows XP allows local users to bypass kernel-mode hook handlers, and execute dangerous code that would otherwise be blocked by a handler but not blocked by signature-based malware detection, via certain user-space memory changes during hook-handler execution, aka an argument-switch attack or a KHOBE attack. 

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Avg Internet Security 9.0.791 All All All

Application Avg Internet Security 9.0.791 All All All

Operating System Microsoft Windows Xp All All All All

Operating System Microsoft Windows Xp All All All All
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Multiple Vendor Argument Switch Security Bypass Vulnerabilities BID www.securityfocus.com
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67660 OSVDB www.osvdb.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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