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CVE CVE-2010-5173
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-25 21:55:03 UTC
Updated 2026-04-29 01:13:23 UTC
Description Race condition in PC Tools Firewall Plus 6.0.0.88 on Windows XP allows local users to bypass kernel-mode hook handlers

/ |

Risk And Classification

Primary CVSS: v2.0 6.2 from nvd@nist.gov
AV:L/AC:H/Au:N/C:C/I:.C/A:C

Problem Types: CWE-362 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

Complete

ntegrity

Complete

\vailability

Complete

AV:L/AC:H/Au:N/C:C/I:C/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows Xp All All All All


https://cve.report/
https://cve.report/CVE-2010-5173/mitre
https://cve.report/CVE-2010-5173/nist
https://cve.report/CVE-2010-5173/cve_org
https://cve.report/api/cve/CVE-2010-5173.json
https://cve.report/CVE-2010-5173.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_xp

Application Pctools Pctools Firewall 6.0.0.88

- plus All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

KHOBE Not So High On The Richter Scale - F-Secure Weblog : News from the Lab
www.osvdb.org/67660

KHOBE - 8.0 earthquake for Windows desktop security software - www.matousec.com
Multiple Vendor Argument Switch Security Bypass Vulnerabilities

You just can'’t trust a drunk » CounterMeasures

New attack bypasses virtually all AV protection « The Register

NEOHAPSIS - Peace of Mind Through Integrity and Insight

NEOHAPSIS - Peace of Mind Through Integrity and Insight

Advisory 2010-05-05.01 - www.matousec.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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