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CVE CVE-2010-5312
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-11-24 16:59:00 UTC
Updated 2026-05-06 22:30:45 UTC
Description Cross-site scripting (XSS) vulnerability in jquery.ui.dialog.js in the Dialog widget in jQuery Ul before 1.10.0 allows remote at

Risk And Classification

Problem Types: CWE-79 | n/a

Version Source Type
3.1 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N

Score Severity
6.1 MEDIUM

4.3

Primary CVSS: v3.1 6.1 MEDIUM from nvd@nist.gov

Vector

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/l:L/A:N

AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2010-5312/mitre
https://cve.report/CVE-2010-5312/nist
https://cve.report/CVE-2010-5312/cve_org
https://cve.report/api/cve/CVE-2010-5312.json
https://cve.report/CVE-2010-5312.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Application
Operating System
Operating System

Application

Application

Vendor
Apache
Debian
Debian
Drupal
Fedoraproject
Fedoraproject
Jqueryui

Netapp

Vendor Declared Affected Products

Product

Drill

Debian Linux
Debian Linux
Drupal
Fedora
Fedora
Jquery Ui

Snapcenter

Version

1.16.0

7.0

9.0

All

35

36

All

Update
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All

All

Source

CNA

Vendor

Product

Version

affected n/a

Platforms

Not specified

References

Reference

[SECURITY] [DLA-2889-1] drupal7 security update

Access to this page has been denied.

Dialog: Extract setting the title into a _title method, use .text() t... - jquery/jquery-ui@7e9060c - GitHub


http://cve.report/vendor/apache
http://cve.report/software/apache/drill
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/jqueryui
http://cve.report/software/jqueryui/jquery_ui
http://cve.report/vendor/netapp
http://cve.report/software/netapp/snapcenter
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://lists.debian.org/debian-lts-announce/2022/01/msg00014.html
https://www.drupal.org/sa-core-2022-002
https://github.com/jquery/jquery-ui/commit/7e9060c109b928769a664dbcc2c17bd21231b6f3

Oracle Critical Patch Update - October 2016

September 2018 jQuery Vulnerabilities in NetApp Products | NetApp Product Security

Debian -- Security Information -- DSA-3249-1 jqueryui

oss-sec: old CVE assignments for JQuery 1.10.0

Pony Mail!

[SECURITY] Fedora 36 Update: drupal7-7.92-1.fc36 - package-announce - Fedora Mailing-Lists
#6016 (XSS Vulnerability - Dialog Title) — jQuery Ul

Pony Mail!

oss-sec: Re: old CVE assignments for JQuery 1.10.0

JQuery 'ui/jquery.ui.dialog.js' Cross Site Scripting Vulnerability

Red Hat Customer Portal

Oracle Database Multiple Flaws Let Remote and Local Users Access and Modify Data and Gain Elevated Privileges and Let Local Users Den'
IBM X-Force Exchange

[SECURITY] Fedora 35 Update: drupal7-7.92-1.fc35 - package-announce - Fedora Mailing-Lists
Red Hat Customer Portal

Pony Mail!

[SECURITY] Fedora 36 Update: drupal7-7.92-1.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 35 Update: drupal7-7.92-1.fc35 - package-announce - Fedora Mailing-Lists
Pony Mail!

Pony Mail!

Pony Mail!

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180932 Debian Security Update for drupal7 (DLA-2889-1)

283227 Fedora Security Update for drupal7 (FEDORA-2022-9d655503ea)
283277 Fedora Security Update for drupal7 (FEDORA-2022-bf18450366)
283473 Fedora Security Update for drupal7 (FEDORA-2022-c4334d5277)
502054 Alpine Linux Security Update for drupal7

504707 Alpine Linux Security Update for drupal7
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http://www.oracle.com/technetwork/security-advisory/cpuoct2016-2881722.html
https://security.netapp.com/advisory/ntap-20190416-0007/
http://www.debian.org/security/2015/dsa-3249
http://seclists.org/oss-sec/2014/q4/613
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442%2540%253Cdev.drill.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
http://bugs.jqueryui.com/ticket/6016
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc%2540%253Cissues.drill.apache.org%253E
http://seclists.org/oss-sec/2014/q4/616
http://www.securityfocus.com/bid/71106
http://rhn.redhat.com/errata/RHSA-2015-0442.html
http://www.securitytracker.com/id/1037035
https://exchange.xforce.ibmcloud.com/vulnerabilities/98696
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
http://rhn.redhat.com/errata/RHSA-2015-1462.html
https://lists.apache.org/thread.html/519eb0fd45642dcecd9ff74cb3e71c20a4753f7d82e2f07864b5108f%2540%253Cdev.drill.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://lists.apache.org/thread.html/b0656d359c7d40ec9f39c8cc61bca66802ef9a2a12ee199f5b0c1442@%253Cdev.drill.apache.org%253E
https://lists.apache.org/thread.html/519eb0fd45642dcecd9ff74cb3e71c20a4753f7d82e2f07864b5108f@%253Cdev.drill.apache.org%253E
https://lists.apache.org/thread.html/f9bc3e55f4e28d1dcd1a69aae6d53e609a758e34d2869b4d798e13cc@%253Cissues.drill.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2010-5312
https://nvd.nist.gov/vuln/detail/CVE-2010-5312
http://cve.report/qid/180932
http://cve.report/qid/283227
http://cve.report/qid/283277
http://cve.report/qid/283473
http://cve.report/qid/502054
http://cve.report/qid/504707
http://cve.report/qid/730342
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980813 Nodejs (npm) Security Update for jquery-ui (GHSA-wcm2-9¢89-wmfm)

995416 Java (Maven) Security Update for org.webjars.npm:jquery-ui (GHSA-wcm2-9¢89-wmfm)
995438 DotNet (Nuget) Security Update for jQuery.Ul.Combined (GHSA-wcm2-9¢89-wmfm)

995447 Rubygems (Rubygems) Security Update for jquery-ui-rails (GHSA-wcm2-9¢89-wmfm)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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