VE-2010-5312

CVE.ORG

MITRE NVD Print: PDF %5

CVE
State

Assigner

Published
Updated

Description

/

Source Priority

CVE-2010-5312

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2014-11-24 16:59:00 UTC

2023-06-21 18:26:00 UTC

Cross-site scripting (XSS) vulnerability in jquery.ui.dialog.js in the Dialog widget in jQuery Ul before 1.10.0 allows remote at

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Operating System
Application
Operating System
Operating System
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Apache Drill 1.16.0 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 7.0 All All All
Drupal Drupal All All All All
Fedoraproject Fedora 35 All All All
Fedoraproject Fedora 36 All All All
Jquery Jquery Ui All All All All
Jquery Jquery Ui All All All All
Jqueryui Jquery Ui All All All All
Netapp Snapcenter - All All All
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oss-sec: old CVE assignments for JQuery 1.10.0
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CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180932 Debian Security Update for drupal7 (DLA-2889-1)

283227 Fedora Security Update for drupal7 (FEDORA-2022-9d655503ea)
283277 Fedora Security Update for drupal7 (FEDORA-2022-bf18450366)
283473 Fedora Security Update for drupal7 (FEDORA-2022-c4334d5277)
502054 Alpine Linux Security Update for drupal7

504707 Alpine Linux Security Update for drupal7

730342 Drupal Core Cross-Site Scripting (XSS) Vulnerability (SA-CORE-2022-002)
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980813 Nodejs (npm) Security Update for jquery-ui (GHSA-wcm2-9¢89-wmfm)
995416 Java (Maven) Security Update for org.webjars.npm:jquery-ui (GHSA-wcm2-9¢89-wmfm)
995438 DotNet (Nuget) Security Update for jQuery.Ul.Combined (GHSA-wcm2-9¢89-wmfm)

995447 Rubygems (Rubygems) Security Update for jquery-ui-rails (GHSA-wcm2-9¢89-wmfm)
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