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Heap-based buffer overflow in the unhtmlify function in foomatic-rip in foomatic-filters before 4.0.6 allows remote attackers 1

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Linuxfoundation Foomatic-filters All All All All
Oracle Linux 6 All All All
Oracle Linux 6 All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux 6.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Desktop 6.0 All All All
Redhat Enterprise Linux Hpc Node 6.0 All All All
Redhat Enterprise Linux Hpc Node 6.0 All All All
Redhat Enterprise Linux Server 6.0 All All All
Redhat Enterprise Linux Server 6.0 All All All
Redhat Enterprise Linux Server Eus 6.7.z All All All
Redhat Enterprise Linux Server Eus 6.7.z All All All
Redhat Enterprise Linux Workstation 6.0 All All All
Redhat Enterprise Linux Workstation 6.0 All All All
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Reference Source

bzr.linuxfoundation.org/loggerhead/openprinting/foomatic-4.0/foomatic-filters/annotat... CONFIRM
Bug 515 — segfault in foomatic-rip CONFIRM
Oracle Linux Bulletin - April 2016 CONFIRM
oss-security - CVE request: foomatic-rip unhtmlify() buffer overflow vulnerability MLIST
Red Hat Customer Portal REDHAT
oss-security - Re: CVE request: foomatic-rip unhtmlify() buffer overflow vulnerability MLIST

1218297 — (CVE-2010-5325) CVE-2010-5325 foomatic: potential remote arbitrary code execution CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1

Link
bzr.linuxfoundation.org
bugs.linuxfoundation.org
www.oracle.com
www.openwall.com
rhn.redhat.com
www.openwall.com
bugzilla.redhat.com
Www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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